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The Representation of Dataveillance in Visual Media:
Subjectification and Spatialization of
Digital Surveillance Practices

_Abstract

Surveillance as a practice of observation is connected to metaphors that stress optical
aspects referring to photographic or filming techniques. For example, films that deal
with surveillance often make statements about the quality of images obtained through
surveillance, and thereby influence the perception of film itself as a visual medium.
However, the current ubiquity of surveillance as a social-ordering process is mainly
based on the architecture of technologies designed to allow for surveillance as a form
of data collection, which is known as dataveillance. Our main focus here is to explore
the representation of dataveillance in visual media despite the actual “de-visualiza-
tion” of digital surveillance practices. We carve out an analytical framework that lo-
cates some of the rhetoric of dataveillance within visual media (film, documentary,
computer games) by determining dominant cultural interpretations. In doing so, we
investigate the extent to which digital surveillance is visually spatialized and subjec-
tivized, and how these strategies vary in different manifestations.

1_Introduction: The Non-Aesthetic of Dataveillance?
The current ubiquity of surveillance in the sense of a social-ordering process is mainly
based on the architecture of technologies designed to allow for surveillance as a form
of data collection known as dataveillance.' In order to investigate cultural meanings of
technology, it is worth looking at its media representations and negotiations. It is im-
portant to note, though, that the relationship between digital technologies and visual
media is quite peculiar. Digitality is difficult to visualize. Of course, visual media have
tried to depict digital processes, but they have to make use of recurring visual meta-
phors.? In this context, for example, references to biological contexts are applied. Thus,
data space in The Matrix (USA, 1999, Lana and Lilly Wachowski) is a mixture of or-
ganic and technical semantics: visually, data structures are displayed as text on a com-
puter screen, whereas the screen’s greenish glow already connotes a form of life of its
own. This level of meaning is further reinforced in the context of the code’s inherent
dynamics in the form of physical patterns of movement when the code elements waft
through the image space like a rain shower from top to bottom.

Such metaphors need not only refer to visual representations, they can also become
thematic. In the film Minority Report (USA, 2002, Steven Spielberg), for example, a
technical prediction of the future is consistently linked with semantics directed toward

the past. A predictive policing technology — i.e., the analysis of large amounts of data
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to calculate the probability of future crimes to control the deployment of police for-
ces — is personified in the form of the Pre-Cogs, who have visions of future crime and
are integrated into an ambitious technical system but are themselves regarded as oracles
and their environment considered a temple. At the same time, the older medium of the
film or the linked practice of film editing becomes the central reference point for the
presented PreCrime technology. The user information-search interface within the Pre-
Cog visions resembles film-editing software, employing a timeline for orientation,
(frame-accurate) forward and rewind, zoom, etc. New data (for example, the biography
of the suspect in the opening scene) are manually transferred from an external terminal
to a storage medium and then inserted into the main file like a new film image. Overall,
it becomes clear that the technology that is already used in our reality in the form of
digital predictive policing practices is linked with semantics that refer to mythology
and technical precursors. In the context of Minority Report, this serves (above all) to
make the ethical problems of data technology visible and discussable (oracles can be
wrong/film can be manipulated).

For dataveillance as a digital practice, it can be assumed that recurring metaphorical
strategies are applied since “everything we do on the Internet can become the subject
of data collection and evaluation.”> As the example of Minority Report shows, a deeper
analysis of this rhetoric is highly relevant in order to work out cultural models that are
linked to a specific technology.* Accordingly, it is our main focus here to explore the
representation of dataveillance in visual media despite the actual “de-visualization” of
digital surveillance practices. We will begin by discussing what dataveillance changes
compared to a “more traditional” type of visual surveillance in the surveillance film.
Using the example of Enemy of the State (USA, 1998, Tony Scott), we carve out an
analytical framework that locates some rhetoric of dataveillance in the visual media by
determining dominant cultural interpretations at four levels. Afterward, the framework

is tested against two further examples.

2_Representation of Dataveillance
Historical Development in Cinema
Several publications have already dealt with the aesthetics and history of surveillance

cinema.’ Normally, however, the technologies used are only discussed in a peripheral
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way, ot, as in the films themselves, visuality still forms the central paradigm of negoti-
ation. But there has been a clear development in media terms: “the power of looking is
trumped by the power of knowing.”®

As a visual medium, films that deal with surveillance make implicit or explicit state-
ments about the quality of images obtained through surveillance and thereby influence
the perception of the film itself. In the history of the surveillance film, the position of
images as representatives of “reality” has repeatedly been questioned in a self-reflec-
tive way. A significant example of this is Blow-Up by Michelangelo Antonioni (GB,
USA, IT, 1966), in which a photographer identifies in one of his pictures what he be-
lieves to be evidence of a murder. In the enlargement of this photograph (a “blow-up”),
however, the proof is lost in the grain of the image, which makes the photograph only
self-referentially readable, such that it now refers exclusively to its own mediality and
the technical conditions of its production. The actual epistemic quality of the image lies
in its visual surface, whereas references to the deep technical structure negate the in-
formation value of the picture.

There is a remarkable difference, compared with American surveillance thrillers
produced after 9/11, in the context of the “war on terror,” in which digital monitoring
practices are rarely negotiated in their application but even less in their effectiveness.’
Even leaving aside the ideological political dimension, the characteristics of the nego-
tiated media constellation change significantly in the context of digital surveillance.
Here, the deep structure in the form of data and algorithms contains the actual potential
for gaining knowledge, for which the visual surface merely provides a tool for inter-
pretation and “translates” it visually. The function of the surface, therefore, is merely
to illustrate the underlying algorithmic processes. So, in contrast to visual monitoring,
references to the technical process of dataveillance do not question the generated
knowledge but rather refer exactly to the point where the “objectivity” and “truth” of
the process is addressed.® We develop an analytical framework below to investigate the

changing representations of dataveillance in more detail.

Four Levels of Representation

We would like to propose four levels — syntactic, pragmatic, semantic, and contex-
tual — on which data surveillance can be represented across visual media. We develop
these levels using the film Enemy of the State, because it is one of the first films in

which surveillance technology takes a central narrative role over large parts of the film,
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allowing the aesthetic paradigms of intradiegetic surveillance images to also shape the
aesthetics of the narrative itself. In this film, a video recording of a politician commit-
ting a murder falls into the hands of the protagonist Robert Dean, who then comes
under the focus of the US National Security Agency (NSA), a corrupt investigative
authority controlled by that same politician.

Syntactic level: The presentation of the dataveillance apparatus is conceptualized
as a construct that connects and integrates different sources, digital as well as analog,
to visually simulate a digital process (in the sense of real-time global connectivity).
This is particularly evident in the cinematic simulation of monitoring during the NSA
investigations. The film contains several long escape sequences of Dean in which
conventional means of cinematic staging are supplemented by images from various
surveillance sources. The speed of action sequences requires the possibility of switch-
ing instantly between these surveillance apparatuses at different topographic levels
(traffic monitoring, satellites, etc.) without any loss of time, which requires that cam-
eras already be aligned to the protagonist. The title, Enemy of the State, already refers
to the central cinematic fiction by which an unrestricted surveillance system concen-
trates (in principle on a global level) on a central subject; it thus approaches, in its
function, the cinematic dispositive whose visual apparatus aligns with the actions of its
protagonists (whereby in both cases the subject is constructed in the context of its
visualization). Using cinematic conventions to depict an unrestricted digital surveil-
lance dispositive, the film asserts its power of visual interpretation; it stages and aes-
theticizes a global visibility, whereby the cinematic representation and depicted sur-
veillance each ideologically reinforce the other (see below).

Pragmatic level: The pragmatic level is centered on the depiction of specific func-
tions of technological interfaces and the characteristics of the human-machine interac-
tion in the context of digital surveillance practices. Symptomatic of this level is an early
scene (beginning at 00:31:30) during which NSA specialists gather information on the
protagonist’s biographical, social, and economic background, and discover connections
to his former lover Rachel. This scene introduces a complementary relationship be-
tween data and film reality: each data request takes place in seconds, and the interaction
with the computer resembles a real-time dialogue, in which the appropriate answer to

each question is immediately available and provides deep insights into the represented
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reality. In addition, the visualization of the data query interface emphasizes the order-

generating structure of the evaluation behind it.
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Figure 1: Interface of data analysis in Enemy of the State.’

In the image, Dean’s and Rachel’s profiles are arranged symmetrically side-by-side,
and are overlaid by a window with the results of the data comparison is displayed (see
figure 1). The function of the evaluation (to establish a semantic connection between
the two profiles) is visually represented in the position of the image signifier (the tex-
tual output window), which is located approximately in the center of the image and
overlaps both profiles in seemingly equal parts. The spatial arrangement of the interface
and the related representation of human-machine interaction thus play a central seman-
tic role, especially in the establishment of order- and knowledge-generating structures.

Semantic level: This dimension focuses on the representation of data structures,
algorithms, and their corresponding meanings and connotations. In Enemy of the State,
a USB stick with a video recording of the political murder is slipped into Dean’s bag
without his knowledge while he is shopping in an underwear store; shortly after this,
the man who planted the recording on Dean is hit by a car as he attempts to escape from
men who are attempting to retrieve the tape from him. Trying to reconstruct what hap-
pened shortly before the fugitive’s death (during a scene begining at 00:32:42), NSA
data specialists analyze the underwear store’s surveillance recordings, zooming out and
rotating the image around Dean’s shopping bag to determine whether the USB stick
has been placed within. In the accompanying dialogue, the analysts speak only of one

camera in the shop. This indicates that the shot staged as a camera movement rotating
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around the bag by more than 180 degrees is not a jump from one perspective to another
using a camera change, but a computer simulation, which — crucially — is not dis-
cussed at any point in the dialog. Because the central image parameters — such as the
“granularity” of the image, which results from the lower resolution of the shop camera
and provides the “surveillance aesthetics” of the scene (which would not be necessary
in the context of a simulation) — remain constant, the simulation is spatialized and
broken down into examining a photograph in real time.!° In accentuating the image
character of the depicted, possible miscalculations in the computer model are never
discussed.

The visualization of digital processes and technologies thus opposes self-reflection:
the scene shows how depicted and depiction identify each other as evident, especially
when elements of cinematic staging (pans, zooms, etc.) are used to visualize the com-
puter simulation. What is depicted in the simulation, therefore, seems to have the same
quality of knowledge and perception as what is depicted in the film. Central to this
scene is the fact that, like the NSA investigators, not even Dean himself knows yet that
the stick was slipped into his bag: here, the simulation of the bag’s content proves to
be the central interpreter of the scene; the simulation ‘knows’ more than all of the die-
getic figures. This is quite typical of the cinematic representation of digital data prac-
tices. As soon as the dominant paradigm of surveillance film is no longer visuality but
knowledge based on digital data, reflective tendencies fade into the background; the
constructed character of digital data models is no longer discussed.!!

Contextual level: This dimension concerns the ideological framing of the negotia-
tion of dataveillance, in particular, the represented political system, social actors, dis-
courses, etc. By establishing a global visual aesthetic of surveillance and by integrating
social and economic data systems (see above) into the surveillance structure depicted,
Enemy of the State proclaims the inescapability of the system, which, according to
Catherine Zimmer, is the very link between the world and the subject, which has only
to adapt to the higher-level structure:

By establishing both a visual and narrative continuity between the personal and
the political, the singular and the total, the house and the globe, all through devices
of surveillance and mediation, the film indicates that it is in some ways proper
domestic work — and the task of the media consumer — to establish one’s place
in the global system. '

On the basis of this framework a digital image of reality is staged within the discourse

of the film, which can take over compensatory epistemological functions. In the course
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of this epistemic model and the purported indispensability of digital practices, the dis-
cussion of digital surveillance shifts away from the legitimacy of state practices'? to-
wards their effective control: if digital investigation technologies are subject to demo-
cratic control mechanisms, then they can also serve positive purposes. Accordingly, the
antagonists in the film are also sanctioned with the help of surveillance techniques in
the end.

Overall, it becomes apparent that only a combined view of all four dimensions re-
veals the ideological framework of the film taken as an example. In the context of En-
emy of the State, the political discourse (contextual level) of the film follows directly
from the semantic and pragmatic representation of dataveillance (which together form
an epistemic model). The level of syntax provides the basis for this because it under-
lines the function of the other dimensions for the cinematic discourse. To deepen the
analytic capacity of the model, we will apply it to other types of cinematic text (exam-

ple 1) and other media (example 2) in the following sections.

3 Dataveillance in Documentary Formats

Visualizations of digital surveillance practices go hand in hand with the problem of
visualizing data and algorithms: what is there to see in a server room except for the
server room itself? Therefore, the technology in documentaries about dataveillance is
represented via computer animations. On this basis, we have chosen three documen-
taries that are all critical of digital surveillance practices on the content level, but visu-
ally support the effectiveness of technology and, especially through spatialization strat-
egies, claim the autonomy of the monitoring Internet and data structures as the basic
code upon which reality is built.

Syntactic level: The German documentary Pre-Crime (D, 2017, Matthias Heeder
and Monika Hielscher), which deals with predictive policing techniques, follows,
among others, Robert, who is on the so-called Strategic Subject List (SSL) of the Chi-
cago Police Department. His SSL score, which, according to the closing commentary,
remains unchanged at 215 points throughout the filming of the documentary, is visually

attached to his physical body with a hashtag and the number 215 (see figure 2).
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Figure 2: Numerical annotation in Pre-Crime.'

The visualization shows “personal” data (the number 215 “identifying” Robert) that
can be tapped and made visible for subject disclosure around the physical body. The
dataveillance of the Chicago Police system records the human as a number and thereby
constructs a measurable person in the form of a digital score. The numerical annotation
refers to a data entry on this so-called “heat list.” The spider net-like attachment in the
visualization connotes the connection to the score as one that cannot be shaken off. But
the translation process of identity into variables remains invisible because, according
to the commentary, apart from the developers, no one knows how the algorithm behind
the “heat list” works. By presenting the outcome of an algorithmic process without
showing the process itself, the film visually renders the politics of predictive technolo-
gies invisible. Instead, the numerical capture is presented only as a result of an algo-
rithm that once attached will not reverse.

Furthermore, the polygonal visualization of the profiling process in Pre-Crime (see
figure 3) presents itself as a projection of a person, which is built up from fragmented
data like social security number, personal email, address, marital status, annual income,
employer, date of birth, place of birth, bank account, credit score, religion, nationality,

hair color, phone number, city of residence, or home or health insurance. The persons
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as data subjects are categorized into statistical identity units and with every new talk-
ing-head interview shot are assigned to different parameters. The most common and
most highlighted category is that of the occupation or current job due to the role of the
interviewed experts. This social classification does not apply to Robert though. He is
surrounded by the categories of gender, social contacts, race, education, and the em-
phasized category “Detected In.” The documentary, therefore, differentiates just like
the criticized algorithm. The visualization represents data as something given and pre-
sent in the data room, “floating in the air” — as something that can be individually
extracted and linked, but the production remains invisible. The polygon acts as a sym-
bol for this process, in which the categories successively attach themselves as dots of
the net in the form of infoboxes. This “personal” data polygon remains detached from
the human body that is seen on the screen and splits the screen mirror-like in half: the
first half contains the machine-generated data subject in the form of a three-dimen-
sional object created from a combination of different categories, the second half has

the classic documentary interlocutor.
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Figure 3: Polygonal profiling in Pre-Crime.'s

The profiling here shapes and transforms identity out of the free combination of char-

acteristics and their presumed availability in databases, and it is constantly
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reconfigured: because it never uses exactly the same categories for the profiles, it cre-
ates variously combined virtual identities. In the network structure of information tech-
nology apparatuses, people, according to Pre-Crime, only exist as constructable data
subjects. Here, meaning is always created anew and can be recombined as desired.
The (numerical) annotation can refer not only to a person but also to space and can
be used for visualizing automated decision-making processes. In the following exam-
ple, the category of the “estimated crime probability” of a traffic crossing changes from
green to red and ends with a percentage number of 59.00 % (see figure 4). This familiar
color scheme is shown a second time in the space via the traffic lights. While the red in
the annotation only indicates a probability, by defining the category as “crime proba-
bility,” the annotation constructs a space for which the given probability of crime
implies the necessity of monitoring. Surveillance focuses on space and is category-
centered (not person-centered), as if the space itself might trigger crime, thus support-
ing the targeted social sorting of people and groups on the basis of the places and spaces
they occupy. It seems that the space itself is influencing people’s behavior: in this place,

you become a criminal. '

FRITHM™TE CRTRF SRmadll TR

Figure 4: Space annotation in Pre-Crime."

The animation simulates a digital process described as “analyzing movement patterns”
(this is also indicated in red letters below the percentage). The interpretation and clas-
sification of places and people as risk subjects, therefore, depends on the notion that
external behavior is understood to be ascertainable and predicts following actions. Thus
on the one hand, visual numbering represents dataveillance as a complexity-reducing
digital surveillance practice, and on the other, according to the logic of dataveillance,
the physical space can form different categories depending on the data with which it

has been combined.
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Syntactic level 2: In the Austrian documentary Alles unter Kontrolle (Everything
Under Control; AUT, 2015) the journalist Werner Boote travels all around the world
questioning people about our self-monitoring culture, the surveillance industry, the dig-
ital economy, the business of “data-mining,” or topics related to social-media surveil-
lance and other things. The personalization based on the travelogue-like story is con-
tinued on the visual level as Boote is represented as a geodata subject — not via GPS
data, however, but via a blue cube that implicates that everyone worldwide can be
localized by global geocoordinates (see figure 5). Moreover, as we can read at one point
in the documentary, this square-shaped package tracks much more than Boote’s coor-
dinates: it contains information from his blood group to the place and date of his birth

and the name of his father.

Figure 5: Bits, data and information layers in Alles unter Kontrolle."®

In the film’s animations, there is always a set of letters, digits, or special characters
running in the background. But the automated changing numbers have no value of their
own: they are low-level data that must be decoded, and they refer to something, or in
this case, someone in “reality.” The cube in the foreground visualizes metadata as a
basic building block of knowledge. !* While in the United States, Boote tries to question
NSA employees; by the end of this scene, the depicted “system” identifies him as a
hazard, visually classifying him as an activist by coloring his file red. By placing it in
a certain context, metadata becomes information in combination with the story happen-
ing outside of the animation. At the animated tier, however, this is presented as a sys-
tem-inherent process because of the visualization of the gradual red coloring signaling
a process of generating results from the data alone (this is supported by the glowing of
the cube, again connoting a form of life of its own).

Indeed, through paratexts, we learn that the Austrian Federal Ministry of the Interior
categorizes Boote as an activist.?’ In the film, however, it appears that the rating action

is carried out by a global monitoring system, since the spatially visualized worldwide
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tracking that is a connecting structural element of different episodes gives the impres-
sion that a global system is “behind it,” and the whole “data world” thus creates global
dataveillance. Spatialization, therefore, focuses on digital surveillance as a tracking-
machine. In another storyline, Boote is driving through Nevada. The montage connects
the images of him driving a car with the animation of his geodata cube and the tracking
process on the dataveillance map visualizing the possibility to geolocate data streams

in real time (see figure 6).

Figure 6: Animated real-time observation in Alles unter Kontrolle.*!

The relationship between surveillance and the map is produced via geocoordinates and
offers an orientation framework. The map becomes a real-time observational system,
and with the map, the person referenced with coordinates can be made traceable. At the
same time, the topographical structure of the map enhances the perception of a data
world as a mirror of the “real” world and the subjectivized system functions as a nar-
rative instance throughout the documentary (see semantic level).

Pragmatic level: Maps for visualizing crime increasingly augment real-life police
work.?? Pre-Crime deals with the issue of crime mapping as a tool of proactive simu-
lation to identify the risk of a potential future criminal offense. Both interfaces of two
different systems discussed in Pre-Crime square the crime probability in their carto-
graphic representation of data (see figure 7). The viewer only gets to see the interfaces
of the systems; there are no visuals to explain the operating technology that designs
this space of probabilities. The interfaces not only classify space as “criminal” (an at-
tribute based on actions) but visualize the assumed probability of crime using a square
shape which already reduces complexity itself. This crime-mapping technique pretends
as if one could draw clear, straight lines between dangerous places and harmless places,

and therefore stigmatizes via demarcation.
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Figure 7: Crime mapping in Pre-Crime.?

As seen in figure 4, film documentaries adopt this interface aesthetic of police search
to criminalize space. In Alles unter Kontrolle, when Boote is in Chicago, this data track-
ing space is also merged with the aesthetics of a police investigation interface, fencing
in red the supposedly dangerous area of East Garfield Park to symbolize its high crim-
inal probability (see figure 8).

Figure 8: Police investigation interface in Alles unter Kontrolle.**

Semantic level: The first time an animation is used during the documentary Alles unter
Kontrolle is to visualize the algorithmic surveillance process moving from the level of
bits, to the level of data, and then to the level of information. Modular components
illuminate and identify Werner Boote by filtering him out of the modules and locating
him as an object. This process is rewound at the end, making Boote visually disappear
in a montage that moves from filmic material of him taking a picture, to that selfie
itself, to a photographic/textual collage of older pictures of Boote, to an animated red
square on a surface, and finally to showing this surface on a globe (see figure 9). This
illustration zooms out from looking at the individual to looking at the surrounding
world; via this implied movement, the “digital world” is presented as a godlike operator

with absolute power that operates only on the basis of two different types of data: red
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and dark squares. This division into good or bad, praise or punishment, is something
that is attributed to a godlike being. The film, therefore, refers to social sorting in form
of a godlike metaphor; its ‘view from heaven’ again mixes data and topography, and

“Boote” is stored as a red square in the digital orbit at the end of his journey.

Figure 9: Global dataveillance in Alles unter Kontrolle.?

The vision of dataveillance as a globally constructed system can also be found in the
Austrian documentary 4 Good American (AUT, 2015, Friedrich Moser), about the
whistleblower William Binney, a former NSA Technical Leader for intelligence, which
presents the image of a brilliant codebreaker and the perfect monitoring tool that serves
him. In the documentary, the program called ThinThread is described as a “ground-
breaking surveillance program”: it is an analysis tool to monitor the entire world. In a
voiceover, Binney describes how he envisioned the mathematical graph as a large
globe; this visual translation is also chosen to represent the film to the audience (the

screenshot below is also the image selected for the movie poster).
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Figure 10: The metadata globe in 4 Good American.*

“The beauty of math,” Binney states, ““is that it’s an attempt to structure common sense
and consistencies in the universe” (00:39:35-00:39:39). Because of this, what we see
is an ordered, organic, and closed universe. In a view from space, the world is potrayed
in its totality in metadata, and the unity of the “metadata planet” takes on meaning.
Surveillance, therefore, is pictured as a technique that makes visible in order to orga-
nize. The three-dimensional representation of relations in the form of marked nodes
and connecting lines refers to their interdependence: the graphic insinuates that it can
map all of the connections of all of the star-like glowing dots that stand for individuals
anywhere in the world. Binney explains:

Think of yourselves as drifting into the globe so you’re going inside the globe and
you can go to any point in the globe and look at any given point to see the rela-
tionship they have with all the other dots in the globe. When you go into the globe
you pick out a dot you can pull it out of that relationship graph and with it will
come all of those that it has a relationship with. (00:41:08—00:41:42)

The visualization (see below) suggests the possibility of independently navigating this
metadata space, and establishes an instrumental global simulation in which the world
is controllable as a polygon mesh. The mission of intelligence services then is “just a

matter of finding that structure” (00:40:01-00:40:03).
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Figure 11: The metadata space as a polygon mesh in A Good American.”’

Contextual level: The invasiveness of monitoring represented in Pre-Crime embodies
the loss of control due to data growth and data fusion. Via spatialization, data migrates
or is pulled outside of the world, which gives the impression of data being inherent on
a deeper level. This visualized interconnectedness understands the data world from the
perspective of a network culture as a state of immanence.?® But epistemological condi-
tions remain invisible; the spatialization just mirrors a digital world of global access.
The images of the “datafected” world visualize the assumed loss of power and control
of the individual in the face of the non-human actor algorithm. From analyzing voice
patterns and social media activity to retrieving location or checking contacts by using
audio, video, satellites, real-time tracking, and cell sites, Pre-Crime introduces a single

subjectified data system that evaluates (see the POV of the system in figure 12).

Figure 12: The subjectified data system in Pre-Crime.”

The commentary in Pre-Crime brings the subjectified view of one world network to
the point: “The network learns and develops further, observes, misses, collects, stores”
(01:25:10-01:25:17; our translation). The documentaries, therefore, emphasize the
powerlessness of the individual in the face of an apparent digitally measurable social
world by presenting a second world, in which actions, actors, spaces, physical
conditions, and social constellations are represented by a code. However, as a result,

this data world lacks the contextual level. There are no special discourses, no specifics
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due to a worldwide dataveillance system, no arguments for or against national arrange-
ments for data monitoring because of no particular political system or significant social
actors that are represented here. Instead, the representation of dataveillance through
visual properties tends to emphasize the technological infrastructuring of surveillance
over the political stakes of its organization and implementation. This focus in the visual

rendition of data monitoring runs the risk of depoliticizing dataveillance.>°

4 Dataveillance in the Computer Game

The second context to be considered here is the representation of dataveillance in com-
puter games, an example which will make clear that representations are also affected
by media characteristics. In the computer game, surveillance scenarios seem almost
predestined to function as a narrative framework for self-empowerment on the prag-
matic level. Computer games often use narratives of total state control to derive a re-
curring game objective from the manipulation and destruction of surveillance cam-
eras.>! Extensively monitored environments are understood not only as restrictions
here, but also as prerequisites for the development of a character: without monitoring,
there are no experience points for the avoidance or destruction of the visual surveillance
apparatus. Popular computer games also contain the player-driven tracking and tracing
of objects and people as elements of their game mechanism.*? In this context, tradi-
tional surveillance narratives contextualize game scenarios, within which it is neces-
sary to transform external control into self-control by fighting surveillance or establish-
ing practices of counter-surveillance. These tendencies are reinforced within the frame-
work of the representation of digital dataveillance. In Watch Dogs (Ubisoft, 2014), dig-
ital monitoring embeds itself in the general dispositif of computer games.

Syntactic level: Watch Dogs does not differentiate on its syntactic level between the
functional allocation of information in the interface (mini-map, mission display, an
indication of interaction points in the diegesis) and the representation of supplementary
intradiegetic data practices. Therefore, it is hardly conceivable that a critical reflection
on the latter takes place here; at least this would also have consequences for the flow
of information between the program and the users and would be equivalent to a dis-
turbance of the game process.

Pragmatic level: Traditional stealth mechanisms are supplemented by the disem-
bodied occupation of entire areas of the world via computer access to surveillance cam-

eras. While the aesthetics of video surveillance are maintained, digital surveillance is
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directly linked to an increase of player agency, which is no longer tied to the physical
presence. Doors are opened, detonation traps are activated, and other computers can be
hacked from a surveillance camera perspective (see figure 13). The mission area often
does not even need to be physically entered. Instead, the player has to “jump” from
camera to camera in order to complete the mission successfully. The simulation of total
monitoring of the entire game world is to be understood as a consistent dispositif de-
velopment of the computer game: via the networked surveillance cameras, a kind of
“God’s perspective” is implemented in the open world setting, which acts as a prosthe-
sis of the players’ self-empowerment. It enables disembodied users to completely ma-
nipulate the environment, liquidate opponents, and symbolically take possession of
parts of the world. Digital surveillance is synonymous here with the total spatial acces-

sibility of the diegesis for the player.
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Figure 13: Surveillance as a God’s perspective in Watch Dogs.*

Semantic level: The dataveillance in Watch Dogs carries the characteristics of a stand-
ardization practice. Information about all figures located in the game world (including
passersby) can be called up at any time. If you point an intradiegetically available
smartphone at any pedestrian, a short profile is displayed, which consists of a portrait
photo, age, occupation, and income; a special feature of this person is also emphasized
by a larger font that visually separates this detail from the rest of the profile. Reference

is made here, for example, to entries in a criminal record, relationship status, social
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peculiarities, or even unusual hobbies. Independent of its content, the data profile’s
visualization (see figure 14) is based on the conventional visualization of character at-
tributes in game culture, where data sets are commonly depicted as textual annotations

of a person (for example, in online games).

trece of a call and ha's mina,

Figure 14: Dataveillance as a normative instance in Watch Dogs.**

Significantly, personal details in the portrait (age, hairstyle, accessories, etc.) are iden-
tical to the visual representation of the character within the game world. On the one
hand, digital annotation of the depicted world is thus shown as iconic, while on the
other hand, the exclusivity of the “special” attribute presupposes a strongly normalizing
selection process, which assigns the status of eventfulness to some individual attributes
and not to others. The ideology behind this is obscured by the likeness of sign (data
profile) and referent (character) and moderated by the integration of the information
into the game’s own interface and game-typical visualization strategies of personal
data. In this way, the personalization of data structures embeds itself unobtrusively into
the general data distribution of the game to the player.

Contextual level: Insofar as surveillance is normally embedded functionally and
thus more or less invisibly in the computer game’s mechanics and distribution of infor-
mation, computer games offer a mostly uncritical vision of dataveillance as a subject.
The topic may be treated within a dystopia, but on the level of game mechanics,
dataveillance always remains functional for the game process.

Accordingly, the narration in Watch Dogs distinguishes between surveillance by the

player and external surveillance. Techniques of monitoring by the protagonist function
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in the fight against a corrupt political system, and are thus temporarily and positively
connoted. On the other hand, a negative extreme is the comprehensive manipulation of
the population’s behavior by means of monitoring data to increase the power of politi-
cal antagonists who administer electoral manipulation (which ultimately only reflects
the motivation of the player, who also aims to bring the depicted world under his com-
plete control). In contrast, games that address surveillance as a control mechanism be-
have in a self-reflexive manner in relation to their own media characteristics (in terms
of the necessity for controlling the player). As this tends to inhibit the game process,
such attitude is very rare to observe on the game market; the best-known exception is

The Stanley Parable (Galactic Cafe, 2013).3°

5_Conclusion: Applications of the Model
Personalization and spatialization are common staging strategies for presenting tech-
nology. Illustrative, for example, is the presentation of the Internet of the year 2021 in
Johnny Mnemonic (USA, 1997, Robert Longo), where the protagonist acquires a kind
of computer-game ego perspective on the topography of cyberspace. However, the
framework presented here makes it possible to further analyze the production of
meaning and to uncover individual layers of significance. Thus, clear parallels can be
seen on the syntactic level across all the examples discussed. Visual connotations (“we
are watched”) also remain in the discussion of dataveillance. With unlimited and glob-
alized dataveillance, a mirroring data space is created, which can provide in-depth in-
sights into reality and usually integrates itself into the presentation beyond individual
scenes. This often leads to the monitoring instance being transformed into a narrative
instance. However, examples differ considerably in the types of semantics that are
attached to this model. While Enemy of the State continues to focus on the protagonist
as the central subject, the documentaries examined here tend to attribute sovereignty
and subjectivity to the data space itself, *® where the real world is object to the sover-
eignty of interpretation of the data world (the real world becomes arbitrarily “formable”
and accessible depending on the chosen categorization). The computer game, in turn,
uses this model on the pragmatic level because the player-observer uses the data space
as a means to completely self-own/subjectify the game world.

A note on the limits of applicability of the framework that we developed in this

article is perhaps necessary: we chose the examples that we did for their illustrative
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nature; we do not claim them to be representative. A sensible question for future re-
search would be to differentiate the negotiations with regard to different technologies
and practices of dataveillance, film or game genres, and so forth. However, there is a
strong tendency across all examples that an apparent placelessness of the digital stim-
ulates a rhetorical shift of the invisible, immaterial, and unlimited to their exact oppo-
sites: visibility, materiality, limits. It is precisely through rhetorics of spatialization and
subjectivization that digital surveillance dispositifs always connote the paradigm of
replacement: they apparently replace cinematic staging instances and game mechanics
in computer games, and thus they replace, in a broader sense, types of perception and
action. Digital data space substitutes for “real” space, and thus, traditional knowledge
models and world perceptions, by the framework of the characteristics attributed to it:
omnipresence, objectivity, etc. Precisely because these visual staging strategies are
quite similar across visual media or complement each other in their semantics, visual
media have a strong influence on the narrative of a shift in cultural paradigm through

dataveillance.
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