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Abstract

When in the summer of 2013 whistleblower Edward Snowden revealed the scope of the mass
surveillance programs conducted by the National Security Agency and its international partners, privacy
activists launched several global online and offline campaigns to protect privacy and resist surveillance.
Applying methods of social movement frame and discourse analysis, the dissertation seeks to analyze
the various ways activists have tried to shape the privacy discourse in a post 9/11 ‘Surveillance Society.” A
close reading of activist materials and texts over the course of four campaigns — “Restore the Fourth,”
“Stop Watching Us,” “The Day We Fight Back,” and “Reset the Net” - reveals a set of frame packages,
which are juxtaposed with the media coverage the campaigns have generated. In subsequent semi-
structured interviews with 21 activists from 14 countries, participants involved in the protest events were
asked to critically reflect on framing choices, media dynamics and the degree of transnational
cooperation among various privacy advocacy groups. The dissertation contributes to the field of grass
roots political communication research by discussing the potentials and limits of anti-surveillance
frames as well as providing a cultural and oral history of organized resistance against surveillance in the

post-Snowden world.
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1. INTRODUCTION

For years, privacy advocates had been speculating about a possible “Privacy Chernobyl” - a major
scandal that would put the issue of surveillance on the global agenda and create a mass social
movement against privacy intrusions committed by governments and corporations.' In the
summer of 2013, this speculation became reality. Edward Snowden's leaked documents detailing
the mass surveillance activities conducted by the National Security Agency and its international
partners caused - to stick to the nuclear disaster analogy - a temporary meltdown of public trust
by citizens around the world.> Effectively, the Snowden documents proved what some observers
had speculated for years and what others had dismissed as dystopian science fiction, namely that
a major part of the global communication data network is constantly being monitored. Among
the NSA's programs exposed by Snowden were PRISM (collection of content shared by
individuals on social networking sites), XKEYSCORE (retroactively assessing, linking and
tracking individual names, phone numbers, and search histories) as well as BOUNDLESS
INFORMANT (visualizing global metadata).3

The impact of the revelations was two-fold. On the one hand, thanks to Snowden, terms
such as 'surveillance' and 'privacy’ overnight became hot-button issues debated in legislatures,
newspapers, and talk shows around the world. Initially the global citizenry was deeply disturbed
about the pervasiveness of the NSA's programs.4 Having exposed the gargantuan scope of the

international surveillance apparatus, politicians sought legislative reform both on the national as

' Cf. Bennett, Colin J., The Privacy Advocates: Resisting the Spread of Surveillance (Cambridge, MA & London: The
MIT Press, 2008), 200.

> Authors’ note: This paragraph was partly reproduced from a previously published article. Cf. Till Wascher,
“Framing Resistance Against Surveillance: Political communication of privacy advocacy groups in the 'Stop
Watching Us' and 'The Day We Fight Back' campaigns,” Digital Journalism 5 (3) 2017, 368.

3 This thesis is no place for discussing the technological specifics of surveillance measures. For an overview about
the specifics of various surveillance programs, see for example Jon L. Mills, “The Future of Privacy in the
Surveillance Age,” in After Snowden: Privacy, Secrecy, and Security in the Information Age, ed. by Ronald Goldfarb
(New York: St. Martin's Press, 2015) 191-261, 210-217.

4 According to the Pew Research Center, in the summer of 2014, 81 % of global citizens excluding the U.S. found

the NSA actions “unacceptable.” For U.S. citizens, see Pew Research Global Attitudes Project, “Global Opposition

to U.S. Surveillance and Drones, but Limited Harm to America's Image” (accessed October 15, 2014)

http://www.pewglobal.org/2014/07/14/global-opposition-to-u-s-surveillance-and-drones-but-limited-harm-to-

americas-image/. According to a Washington Post Poll from November 2013, 69% of Americans were “very

concerned” or “somewhat concerned” about digital surveillance. “Surveillance in America,” (accessed October 15,

2014). http://www.washingtonpost.com/politics/polling/surveillance-america-washington-post-poll-

november/2013/12/22/1a87c22e-6a8c-11€3-997b-9213b17dacg7 page.html.
1
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well as the supranational level. Brazil and Germany, in a joint effort, introduced a United Nations
resolution on the Right of Privacy while the U.S. Congress, in the summer of 2015, after two years
of deliberation enacted the USA Freedom Act, which curbed, at least for American citizens, the
indefinite collection of telephone metadata. All of these policy outcomes, however, have to be
seen in the light of a massive international outcry of civil society actors. The Snowden revelations
revitalized an almost forgotten genre of contentious politics — privacy activism. Opposition to
government surveillance had partially informed both political revolutions of the past as well as
the new left “activism” of the early 1970s. But now, fuelled by the growing concern for digital
rights, social movement organizations have rediscovered privacy as an issue worth
demonstrating and campaigning for.

And yet to say that activists could easily tap into a growing unease among millions of
citizens around the issue of surveillance would be distorting the facts. In a sense, Snowden was
not the turning point for surveillance awareness privacy advocates had hoped for. After the initial
period of outcry, both indifference and the 'l have nothing to hide' line of argument began to
drown out privacy concerns. While the Snowden leaks were instrumental in igniting a debate
about the merits of privacy, in some countries surveillance programs have been actually
expanded since 2013.> The number of people sharing personal data on social networking sites has
not stalled as a result. And terrorist attacks, which on a regular basis shatter the public’s
collective sense of security, are often followed by political rhetoric that advances the
normalization of government surveillance. In the recent U.S. presidential election, surveillance
was not among the top 20 issues mentioned by either candidate; the only thing Donald Trump
said in this context was that he wanted to vastly increase the surveillance capabilities of the
United States. In March 2017, in the face of a relatively muted response from civil society, he
repealed a directive by the Obama administration which would have made it harder for internet
service providers to sell personal data of their customers to third parties.

It is within these conflictive circumstances - commonly referred to as the “Privacy

Paradox”® - privacy activists have been operating in the years since the Snowden revelations.

5 For example in the United Kingdom or Germany. Cf. Arne Hintz and Lina Dencik, “The Politics of Surveillance

Policy: UK Regulatory Dynamics after Snowden,” Internet Policy Review 5 (3) (2016), 1-16; Markus Reuter,

,Bundesrat winkt BND-Gesetz im Schnellverfahren durch,* Netzpolitik.org, November 4, 2016 (accessed January

10, 2017). https://netzpolitik.org/2016 /bundesrat-winkt-bnd-gesetz-im-schnellverfahren-durch/.

Claire Cain Miller, “Americans Say They Want Privacy, but Act as if They Don't,” The New York Times, November
2
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They have to face a public which is partially critical of unchecked and excessive government
surveillance while at the same time has internalized forms of social media-fuelled self-
surveillance and is not willing to change its online behaviour in any meaningful way. They
operate within political systems that predominantly produce policy outputs which favour
security over privacy. And their communication work takes place in a mass mediated ecosystem
in which surveillance are met with inaccurate coverage by reporters and inconsistent treatment
by pundits..

Given this challenging climate in which opposition to the global surveillance regime takes
place, the main objective of this dissertation is to identify, analyse, and critically assess the
political communication of activists during anti-surveillance campaigns in the first year of the
post-Snowden world. As a contribution to the larger cultural and media history of resistance to
mass surveillance, my work will be guided by the following research questions:

1. How have privacy activists framed resistance against mass surveillance in the aftermath
of the Snowden revelations?

A major obstacle for privacy activists working to warn against the perils of surveillance and to
expound the benefits of privacy is the hard-to-grasp nature of the issues at hand. Surveillance as
a civil and human rights issue naturally does not lend itself to the same emotionally-charged
language and iconography that goes hand-in-hand with other pressing issues such as ecological
destruction or war. Seemingly without any immediate or long-term consequences, surveillance
remains invisible and abstract for a majority of citizens and internet users.” Given these
challenges, this research looks to explore if and how the privacy activist community strategically
employed discourses, narratives, metaphors, and iconography to raise awareness and mobilize
citizens. It also aims to outline the specific culturally, historically, technologically, and politically
charged ,collective action frames“® employed by activists to circumvent the invisibility of
surveillance? A look at framing is instructive as it reveals how political opportunities (in this

case, the Snowden leaks), in themselves not a guarantee for movement success, were taken

12, 2014 (accessed on January 10, 2017). https://www.nytimes.com/2014/11/13/upshot/americans-say-they-want-
privacy-but-act-as-if-they-dont.html.
7 Sun-ha Hong,“Subjunctive and Interpassive ‘Knowing’ in the Surveillance Society,” Media and Communication 3
(2) (2015), 63-76.
Robert D. Benford and David A. Snow. “Framing Processes and Social Movements: An Overview and Assessment,’
Annual Review of Sociology 26 (2000), 61-639.
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advantage of by a network of movement actors.® Ultimately, by focusing on activists' frames and
discourses I aim to throw light on a question that David Lyon stressing the importance of frame
analysis in Surveillance Studies, posed, namely “Why do we think about [issues of surveillance]
the way we do and why do we speak up about them or remain silent?”*°

2. How have the activists' attempts been portrayed in the media?
Existing research hints at a general unease of mainstream media outlets in covering both the
Snowden case and the topic of mass surveillance in general often downplaying its harmful
effects.” Despite the potential of new technologies for enabling “mass self-communication™? and
“digitally enabled social change,”3 social movements are still dependent on traditional news
coverage to reach people beyond their core constituencies. Often, battles over the appropriate
representations of frames ensue between activists and media.** Paul D’Angelo and Jim Kuypers
have observed a symbiotic relationship between issue advocates and journalists when it comes to
framing: “sources frame topics to make information interesting (...) and journalists cannot not
frame topics because they need sources’ frames to make news.”’> While frame-dominated media
discourse may not directly change public opinion, examining frames allows us to see which ones
are most “readily available” and thus, have a “higher probability of being used.””® While focusing
on the activist community's attempts at framing, or making sense of the NSA revelations, the
dissertation will also analyze the media dynamics of the privacy movement."”

3. How transnational is the current anti-surveillance activist community?

As Snowden himself has made clear in his manifesto, published in the German magazine “Der

9 Doowon Suh, “How Do Political Opportunities Matter for Social Movements? Political Opportunity, Misframing,
Pseudosuccess, and Pseudofailure,” The Sociological Quarterly 42 (3) (2001): 437-460, 442.

' David Lyon, Surveillance after Snowden (Cambridge and Malden: Polity Press, 2015), 117.

" Ibid.

2 Manuel Castells, Communication Power (Oxford/New York: Oxford University Press, 2009), 55.

B Jennifer Earl and Katrina Kimport, Digitally Enabled Social Change: Activism in the Internet Age (Cambridge: The
MIT Press, 2011).

4 Cf. Castells, Communication Power, 142; Todd Gitlin, The Whole World is Watching: Mass Media in the Making &
Unmaking of the New Left (Berkeley: University of California Press, 1980).

5 Cf. Paul D’Angelo and Jim A. Kuypers, “Introduction: Doing News Frame Analysis,” in Doing News Framing
Analysis: Empirical and Theoretical Perspectives, ed. Paul D’Angelo and Jim A. Kuypers (New York and London:
Routledge, 2010), 1-15.

16 William A. Gamson and Andre Modigliani, “Media Discourse and Public Opinion on Nuclear Power: A
Constructionist Approach,” American Journal of Sociology 95 (1) (1989), 10.

7 Authors’ note: This paragraph was partly reproduced from my previously published article by me. Cf. Wascher,
“Framing Resistance Against Surveillance,” 370.
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Spiegel”, mass surveillance is a global phenomenon that demands global answers.’® Three out of
four major anti-surveillance activist campaigns in the aftermath of Snowden have claimed, at
least in theory, to speak for global citizens and featured a roster of activist organizations from
around the world. Their involvement not only enhanced the aim and scope of the movement but
created challenges as well, especially in regard to articulating effective transnational frames that
resonate globally. As noted by Margaret Keck and Kathryn Sikking, efforts to provoke a global
reaction depend on the “ability to call upon symbols, actions or stories that make sense of a
situation for an audience that is frequently far away™ Thus, privacy activism is a promising case
study for examining how local or national frames are lifted to the transnational level, or why
such attempts fail. As with environmentalism or the anti-war movement, opposition to
surveillance has the potential for creating a global movement. While the pieces are there - the
advancement of information communication technologies (ICTs); regular exchanges during
digital rights themed conferences; and an evolving legal (albeit non-binding) transnational
framework - the question remains if this will ultimately result in a unified and stable global
privacy network.

The following two underlying assumptions will guide my attempt at answering these
questions. First of all, I consider communication the most important activity of any social
movement organization. As James K. Herzog and Robert ]. Zuercher have summarized,

[s]ocial change advocates must develop communications strategies to
engage in sociopolitical debate, build movements dedicated to enacting
change, promote their political program to the public, organize action
among supporters and allies during periods of public contention, and
maintain advocacy organizations and their accomplishments during
periods of retrenchment.>

What the late Charles Tilly has described as “repertoires of contention” - a set of “claim-making
routines” by social movement actors, has, thanks to the professionalization of political

communication work and the emergence of ICTs, evolved into “repertoires of communication.”

8 Edward Snowden, ,Ein Manifest fiir die Wahrheit.“ Der Spiegel, November 4, 2013 (accessed January 10, 2017).
http://www.spiegel.de/spiegel/print/d-119402581.html.

¥ Margaret E. Keck and Kathryn Sikkink. 1998. Activists beyond Borders: Advocacy Networks in International
Politics. Ithaca/London: Cornell University Press, 16.

20 James K. Hertzog and Robert J. Zuercher, ,Political Communication in social transformation and revolution,* in
Political Communication, ed. Carsten Reinemann (Berlin: De Gruyter Mouton , 2014), 184.

2 Charles Tilly, Regimes and Repertoires (Chicago and London: The University of Chicago Press, 2006), 35.
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This set of “media practices that social movement actors (...) develop in both the latent and
visible stages of mobilization has arguably overtaken any other tasks and practices of social
movements.”?> Without effective media practices a movement cannot maintain the momentum
and level of mobilization to conduct other forms of organizing. In other words, an activist group
can stage a street protest but without sufficient (social) media outreach nobody will show up. But
even for advocacy groups who work behind the scenes, raising awareness by garnering media
coverage is crucial to generate political pressure. While a great deal of literature has recently
focused on the activities of privacy activists, there has been no analysis with regard to the explicit
function of political communication strategies of these groups.

Secondly, I consider two key terms of this dissertation, surveillance and privacy, to be not
only practices, or moral or philosophical values, but also discursively contested concepts which
are in constant flux, especially since the Snowden revelations. The last four years have been a key
period in which various sectors of the public - officials, corporations, activists - engaged in a
discussion over what terms such as 'privacy’ and 'surveillance' actually mean. In the resulting
battle over words, frames and narratives, both sides have at times reached diametrically opposing
conclusions: While activists have decried the NSA's activities generally as unwarranted mass
suspicionless surveillance breaching fundamental human and civil rights, the former head of US
counterintelligence under President George W. Bush has described the practice merely as “non-
intrusive public safety responsibilities of the US government.”*

Given the abstract and technical nature of online surveillance, privacy activists
increasingly rely on a set of symbols, metaphors, and images which are necessary to visualize
otherwise invisible acts of surveillance in the public realm. Further dissemination through media
outlets largely depend on the activists’ success in creating an effective and vivid anti-surveillance
vocabulary and imagery. The impact of the Snowden leaks has depended not only on simply
reporting the details of various surveillance programs but on igniting a global debate about the
merits and risks of unchecked surveillance. Snowden himself, while obviously taking a fierce
anti-surveillance stance, initially justified his actions by stating he wanted to start a global

conversation about the issue. My study aims to illustrate the crucial role privacy activists have

22 Alice Mattoni, “Repertoires of Communication in Social Movement Processes,” in Mediation and Protest
Movements, ed. Bart Cammaerts, Alice Mattoni & Patrick Mccurdy (Bristol/Chicago: Intellect, 2013), 47.
3 Michelle Van Cleave, “What it takes: In Defense of the NSA,” World Affairs 176 (4) (2013), 59.
6



played in this conversation.

This objective is timely, unique, and relates to current trends in grass roots
communication research. Recent events such as the Arab Spring, Occupy Wall Street, or the 15-M
Movement have led to renewed scholarly interest in social movements, based at the intersection
of collective action and media and communication research.> While the Snowden revelations
have led academics from all fields to study surveillance- and privacy-related topics, scholars who
study grassroots movement are only beginning to address the importance of privacy advocacy
networks in general and their communication practices in particular. For example, Colin Bennett
has created a helpful typology and general overview of various privacy advocacy groups and their
activities.>s Priska Daphi et al. were among the first scholars to analyze the visual dimension of
anti-surveillance protests.?® Lucas Introna and Amy Gibbons have provided a look into privacy
activists’ use of online practices;*” and Sun- Ha Hong has analyzed the contemporary public
discourse on surveillance and the many challenges it poses for opponents to effectively
problematize the practice.?® However, there has been little scholarly work on how the
communications practices of privacy activists in general and their framing processes in
particular, interact with the mainstream media. This is in stark contrast to the rich literature
dealing with political communication strategies of environmental, anti-poverty, and anti-war
activists.?®

With this dissertation [ want to both fill this research gap and also create a taxonomy of
anti-surveillance frames that can form the basis for subsequent research. The pervasiveness of
data-driven electronic surveillance in our contemporary society will not go away in the

foreseeable future. Four years into the post-Snowden era, it is clear that the ongoing discovery of

24 See e.g. Cammaerts et al (eds.), Mediation and Protest Movements; Manuel Castells, Networks of Outrage and
Hope: Social Movements in the Internet Age. Cambridge: Polity Press, 2012); Donatella Della Porta and Alice
Mattoni (ed.), Spreading Protest: Social Movements in Times of Crisis. Colchester: ECPR Press, 2014.

3 Cf. Bennett, The Privacy Advocates.

26 Priska Daphi, Anja Le, and Peter Ulrich.“Images of Surveillance: The Contested and Embedded Visual Language
of Anti-Surveillance Protests,” in Advances in the Visual Analysis of Social Movements, ed. Nicole Doerr, Alice
Mattoni and Simon Teune (Bingley: Emerald Books, 2013), 55-80.

27 Lucas D. Introna and Amy Gibbons, “Networks and Resistance: Investigating Online Advocacy Networks as a

Modality for Resisting State Surveillance,” Surveillance & Society 6 (3) (2009), 233-258.

Hong, “Subjunctive and Interpassive ‘Knowing.”

20 (Cf. Kevin Gillan, Jenny Pickerill, and Frank Webster, Anti-War Activism: New Media and Protest in the
Information Age (Hampshire: Palgrave Macmillan, 2008); Libby Lester and Brett Hutchins (eds.), Environmental
Conflict and the Media (New York: Peter Lang, 2013); Nicolas Sireau, Make Poverty History: Political
Communication in Action (New York: Palgrave Macmillan, 2009).
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new details about the scope of the international surveillance apparatus will continue. Indeed,
consider, for example, these three news stories published from fall 2016 to spring 2017: Tech
company Yahoo, working closely with the NSA proactively scanned all of their users emails in
real time searching for key phrases; documents released by Wikileaks demonstrated how NSA
programs were able to circumvent encryption software and infiltrate smart devices such as
television sets; and police officers in New York using means of offline and online surveillance
systematically monitored Black Lives Matter activists.3° Under those circumstances, the work of
privacy activists remains a both crucial and relevant object of research.

The thesis is structured as follows. In chapter 2 I clarify key terms, namely ‘privacy’ and
surveillance, which are relevant for the study of privacy activist communication. I also
summarize the state of the art of the field of Surveillance Studies. The key concept in this field is
that of a ‘Surveillance Society — a contemporary world, in which surveillance has become an
organizing principle of everyday life. In fact, surveillance by now is far from being seen as a
black-and white, top-down practice. The relationship between government agencies,
corporations, and citizens is far more complex — a phenomenon that makes it significantly more
challenging for activists to critically address surveillance in their communication work. In other
words, surveillance is seen as a cultural practice in which a multitude of actors take part. For
instance, since the emergence of social media, corporate actors have played a key role in the
expansion of electronic surveillance. Not only have tech companies, willingly or not, collaborated
with the NSA, but also promoted widespread self-surveillance on social networking sites.
Corporate surveillance, as will be shown, played a peculiar role in the privacy protest events after
Snowden - either because activists chose not to address the integral role played by tech
companies played in the surveillance apparatus or because they temporarily formed alliances
with the companies.

With various forms of surveillance deeply ingrained into society, the ethical value of

privacy has come under attack. The frames of anti-surveillance activists are not widely shared

3 “Yahoo email surveillance: who approved the secret scanning program?” The Guardian, October 6, 2016 (accessed
January 10, 2017). https://www.theguardian.com/technology/2016/oct/06/yahoo-email-surveillance-
government-nsa-fisa; Sam Biddle, “WikiLeaks Dump Shows CIA Could Turn Smart TVs into Listening Devices.”
The Intercept, March 7, 2016 (accessed January 10, 2017). https://theintercept.com/2017/03/07/wikileaks-dump-
shows-cia-could-turn-smart-tvs-into-listening-devices/; George Joseph, “NYPD officers accessed Black Lives
Matter activists' texts, documents show,” The Guardian, April 4, 2017 (accessed May 10, 2017).
https://www.theguardian.com/us-news/2017/apr/o04/nypd-police-black-lives-matter-surveillance-undercover.
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but compete with an increasingly advanced array of arguments, narratives, and justifications
voiced by surveillance proponents. Especially after the g/u terrorist attacks, values such as
security have gained acceptance at the expense of privacy. It is the security v. privacy conflict that
marks the front line of the discursive battle between activists and the intelligence agencies. By
juxtaposing security with not only privacy but other democratic values such as freedom,
tolerance, and human dignity, privacy activists have sought to circumvent the privacy v. security
duality.

Chapter 2 also conceptualizes anti-surveillance communication as a mode of resistance. To
enlighten the public about the potentially grave consequences of surveillance is a prerequisite for
any form of opposition. Historically, each new form of monitoring has led people also to resist.
Resistance is an intrinsic part of the surveillance society and the activists’ work functions as a
catalyst for generating outrage against privacy breaches by the state or private firms. Again,
communication work is crucial for this endeavor, which is also demonstrated in an excursion at
the end of chapter 2 briefly discussing three historic instances of successful, heavily mediatized
forms of resistance against surveillance-driven government oppression.

Chapter 3 lays out the theoretical and methodological framework of the dissertation. For
the purposes of my research question I have triangulated discourse analysis with frame analysis
and semi-structured interviews with activists. The section explains how a close reading of activist
materials will reveal a set of anti-surveillance frame packages. An essential part of activist
communication work consists in framing events - offering convincing narratives and
interpretations of social phenomena. Collective action frames, as conceptualized by Robert
Benford and David Snow,?' are designed to explain, mobilize and motivate citizen toward a
specific cause. Whether collective action frames are adapted and reported on by the media, is not
a given, which makes a careful frame selection process even more important. David Lyon has
stressed the importance of using appropriate frames to critique current modes of surveillance.
Activists can either choose to “only note the consequences of and the efforts to restrain what is
currently occurring with rampant mass surveillance” or also “state clearly what sort of world we
would like to see.”3*> While frame analysis represents a tested approach to systematically identify

the creation of meaning among activists, semi-structured interviews are another staple method

3t Cf. Benford and Snow, “Framing Processes and Social Movements.”
3 David Lyon, Surveillance after Snowden, 119.
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for examining social movement communication. Letting key organizers describe their
communication work in their own words and critically reflect on their framing choices added an
additional layer of ‘text’ to my analysis. Chapter 3 argues that the combination of frame analysis,
discourse analysis, and interviews is the most comprehensive methodological approach to
identity and critically assess anti-surveillance frames.

Chapter 4 consists of discourse and frame analyses of four major anti-surveillance
campaigns in the first year after the Snowden revelations. If Snowden represents a watershed
moment in the history of surveillance, then looking at the case studies - “Restore the Fourth”,
“Stop Watching Us”, “The Day We Fight Back” and “Reset the Net” - is important for
understanding the privacy advocacy movement as a whole. These campaigns were important
“interpretive ‘moments”3 - key episodes of collective action framing that may have been
decisive for future framing efforts.

The first campaign, “Restore the Fourth”, was the initial grass roots answer to Snowden
revelations. The protest event was an exclusively American affair both in its scope as well as in its
framing and is thus treated and interpreted as a counterpoint to the more transnational protest
events that followed. One such event was “Stop Watching Us” - a series of street protests that
took place simultaneously in the United States and Germany in October of 2013. Four months
after the first trove of NSA documents had been released, “Stop Watching Us,” seeking to raise
awareness via the traditional means of street demonstrations and framing their demands in an
increasingly global way, represents the first attempt of professionally and strategically gather
support for privacy causes. After 'Stop Watching Us', the network of activists switched tactics.
They moved from offline to online protest events and attempted to stage internet blackouts
rather than protest rallies, as was the case with “The Day We Fight Back.” Finally with “Reset the
Net” some activists teamed up with online companies to promote the use of encryption software,
marking a turn from demanding privacy from the government to encouraging individuals to use
privacy protection measures themselves. Each case study identifies the respective collective
action frames and then compares it to the media coverage the protests generated.

In chapter 5, the empirical part of the dissertation closes with an extensive analysis of my

interview data. Key representatives of the organizations involved in the campaigns described in

3 Doug McAdam, Sidney Tarrow, and Charles Tilly, Dynamics of Contention (New York: Cambridge University
Press, 2001), 48.
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chapter 4, many of them closely involved in designing anti-surveillance communication
strategies, reflected in the interviews about the successes, failures, and ongoing challenges on
mobilizing people to defend their privacy. Subsections of the chapter provide additional
information about aspects of the campaigns that a simple frame analysis could not have
unearthed. These include general challenges of reaching out to citizens and the media when it
comes to informing the public about the technologically and morally complex issues of
surveillance and choosing the right metaphors and imagery; how transnational framing
processes evolved (or did not evolve) and how national, culture-specific anti-surveillance frames
compete with global interpretations; how the switch from street rallies to online campaigns
affected the framing; the use of Edward Snowden as the face of the global privacy movement-
and how temporarily teaming up with tech companies influenced the overall framing. Along
with being an additional layer of interpretations provided first hand by the activists themselves,
these statements provide a valuable oral history of resistance against surveillance in the post-
Snowden world.

In the conclusion (chapter 6) I tie together and synthesize the various issues raised in the
case study and interview sections and identify theoretical implications for social movement (and

grass roots political communication) studies in general.

2. MAPPING THE DISCURSIVE FIELD: RESISTANCE IN A POST 9/11 SURVEILLANCE
SOCIETY

2.1 The Surveillance Society

The concept of privacy and the practice of surveillance are deeply intertwined. Privacy, “the
voluntary and temporary withdrawal of a person from the general society through physical or
physiological means”4 is constantly at odds with surveillance practices. Surveillance, defined by
Kevin Haggerty and Richard Ericson simply as “the collection and analysis of information about

populations in order to govern their activities”> makes that withdrawal harder. “The right to be

3¢ Definition by Alan Westin, as quoted by Elia Zureik & L. Lyda Harling Stalker, “The Cross-Cultural Study of
Privacy: Problems and Prospects,” in Surveillance, Privacy, and the Globalization of Personal Information, ed. Elia
Zureik et al. (Montreal: McGill-Queen's University Press, 2010), 10.
35 Kevin D. Haggerty and Richard V. Ericson, “The New Politics of Surveillance and Visibility,” in The New Politics of
Surveillance and Visibility, ed. Kevin D. Haggerty and Richard V. Ericson (Toronto/Buffalo/London: University of
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let alone,”® to quote the famous dictum by Louis Brandeis and Samuel Warren, is infringed upon
by surveillance.

In order to understand the efforts of privacy advocates in todays' world one has to
understand how surveillance has become an integral part of modern societies. Surveillance is not
simply a practice conducted by government institutions and corporate actors but is deeply
ingrained into bureaucracy, culture, and the economy. In fact, thanks to technological progress
and fueled by the spread of databases,3” surveillance has become one of the defining principles of
the 21 century. Thus Lyon claims,

It's not just that a surveillance device is encountered every few minutes
during the day, but that the word surveillance describes the way that
organizations now work. (...) The decisive transformation is that surveillance,
(...) is now the dominant organizational mode of the modern age.®

Historically the rise of surveillance is closely connected to the evolution of modern bureaucracy.
The rises of nation states, colonialism, modern scientific practices and economic globalization
have all been tied to the rise of surveillance.3® Without some forms of surveillance society is
likely to collapse. As Frank Webster notes, “We must know about people if we are to arrange
social life.”4° It is crucial to bring to the mind the essential part that surveillance plays in state
administration processes — both domestically and on the international level. As Jason Keiber,
who has looked at surveillance from an international relations angle, bluntly puts it,
“[e]verything that a state does from mere administration to the most lethal acts of coercion relies
on surveillance.”# This ranges from assessing who is eligible for welfare or health insurance
benefits to - in the case of the United States - monitoring and eventually killing suspected
terrorists in a drone strike. The origins of this perspective lie in the Durkheimian and Weberian
schools of thought, which interpret bureaucratic surveillance as an “administrative response to

the technical imperatives of a structurally differentiated society.’4> The 'Iron Cage', Max Weber's

Toronto Press, 2006), 3.

Samuel D. Warren & Louis D. Brandeis, “The Right to Privacy,” Harvard Law Review 4 (5) (1890), 193.

37 Cf. Andrew White, Digital Media and Society: Transforming Economics, Politics and Social Practices (New York:
Palgrave MacMillan, 2014), 145-148.

Cf. David Lyon, “Surveillance Technologies and Social Transformation: Emerging Challenges of Socio-Technical
Change,” in Frontiers in New Media Research, ed. Francis L.F. Lee et al. (New York: Routledge, 2013), 57.

39 Cf. Haggerty and Ericson, “The New Politics of Surveillance,” 4.

4 Frank Webster, Theories of the Information Society, (New York: Routledge, 2002), 204.

4 Jason Keiber, “Surveillance Hegemony,” Surveillance & Society 13:2 (2015), 171.

4 Christoph Dandeker, Surveillance, Power and Modernity: Bureaucracy and Discipline from 1700 to the Present
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metaphor for modern business organization relies on the employers' accumulation of files of his
employees. By collecting data, a dynamic between capital and labor is established that resembles
the one between citizens and politicians in a nation state.# This is echoed in the work of Anthony
Giddens, who has described surveillance as “a mechanism of societal integration” which “reaches
its highest point in the age of modern capitalism.”#4 In other words, the creation of the state -
especially the social democratic type that is prevalent in Europe with obligations such as
elections, social services and welfare#> - and the capitalist system are inextricably linked to
bureaucratic surveillance.

Thus, starting in the late 1970s, scholars and privacy activists begun to use the term
'Surveillance Society' to warn against totalitarian tendencies of data gathering (especially early
forms of electronic payment methods).#® A ‘Surveillance Society’ describes “a basic, complex
infrastructure (...) based on the idea that gathering and processing personal data is essential to
organizational efficiency”’47 As of now, scaling back the data gathering practices of state
administrations would be close to impossible without scaling back the state itself. Or in the
words of Andrew White, “if we want to live in well-organized modern societies, then we cannot
avoid sophisticated surveillance apparatuses.”#

The implementation of the 'Surveillance Society’ nowadays includes fusion centers, where
various forms of personal data are stored; “mission creep”, the misuse of data collection practices
for other purposes than intended; the attempt to set up total systems of collection of as much
data as possible; and the requirement of citizens to permanently carry identification documents
with them.49 It requires an elaborate interplay between agencies, corporations and citizens. Thus,
Verdo Garrido notes, the “fundamental contribution of surveillance studies (...) is its efforts to
clarify how global surveillance is not only confined to intelligence agencies' deployment of

surveillance technologies, but extends also to the very cultural and economic characteristics of

Day, (Cambridge: Polity Press, 1990), 5.

4 (Cf ibid., 10.

44 As quoted by Ibid., 33.

45 Cf. Webster, Theories of the Information Society, 221-222. Naomi Klein, in a critique of the close relationship
between surveillance apparatuses and state administrations has stated accordingly: “Surveillance is the new
democracy.” As quoted by Lyon, “Surveillance Technologies,” 65.

46 Cf. Lyon, “Surveillance Technologies,” 59.

47 Ibid., 60.

4 White, Digital Media and Society, 164.

49 Cf. Lyon, “Surveillance Technologies,” 60-61.
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contemporary society.’>® Surveillance has become “a life-practice,” as Kirstie Ball and David
Murakami Wood have claimed.>

For some authors, controlling and disciplining - not merely governing - remain the key
characteristics of surveillance practices. Thus they favor the term 'Society of Control' rather than
more neutral connoted 'Surveillance Society'. Surveillance, they argue, has been spread from
prisons, companies and educational and health institutions to all sectors of society, and “no
longer limited by walls or schedules.” inserts its repressive influence on all walks of life.5 And yet,
contrary to what some privacy advocates in their rigorous opposition want to make their
constituents believe, the purpose of surveillance is not only about 'controlling' but instead
includes other functions varying from “consumption, entertainment, titillation, health
promotion, education, governance, accountability, child-rearing”.53

In fact, as Kevin Haggerty has pointed out, surveillance has not only “positive”>+ effects,
but for some people, being watched is “fun.”>> Indeed, the various forms, functions and effects of
different surveillance practices make it increasingly difficult to pinpoint to its overarching
nature. As Haggerty and Ericson have observed, surveillance is nowadays so “diverse, multi-
faceted, and employed in such a panoply of projects that it is almost impossible to speak
coherently about 'surveillance' more generally.’s°

Because “[o]rganisation and observation are conjoined twins, ones that have grown
together with the development of the modern world”,57 the systematic expansion of surveillance
practices has had profound cultural effects. Indeed, we live now in a “surveillance culture in
which an increasing proportion of the world's population lives and to which, for a number or
reasons, many have become inured.”>® While the Snowed leaks have certainly caused outrage

among citizens, a process of normalization - and not, as was of the case in the past,

5° Migueldngel Verde Garrido, “Contesting a Biopolitics of Information and Communications: The Importance of
Truth and Sousveillance after Snowden,” Surveillance & Society 13:2 (2015), 155-156.

5'  As quoted by ibid., 156.

52 William Bogard, “Welcome to the Society of Control: The Simulation of Surveillance Revisited,” in The New
Politics of Surveillance, ed. Haggerty and Ericson, 59.

53 Kevin D. Haggerty, “Tear down the Walls: On Demolishing the Panopticon,” in Theorizing Surveillance: The
Panopticon and Beyond., ed. David Lyon (Devon: Willan Publishing, 2006), 28.

54 Ibid., 28.

55 Ibid.,, 35.

5 Haggerty and Ericson, “The New Politics of Surveillance,” 22.

57 Webster, Theories of the Information Age, 205.

58 David Lyon, “The Snowden Stakes: Challenges for Understanding Surveillance Today,” in Surveillance & Society
13:2 (2015): 143.
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scandalization>? - of surveillance has been underway for decades. Normalization, as described by
Lyon, suggests that surveillance is culturally ingrained into society. For example nowadays the
widespread use of CCTV cameras in public spaces is widely accepted for its alleged crime
deterrent effects (which have not been exhaustively examined or proven).® The urban theorist
Mike Davis has described “urban scanscapes” consisting of the various video monitored public
places to which urban populations have increasingly grown accustomed to.%" Historically, with
the fade of communism, “fear of authoritarianism” resulting from surveillance has faded as
well.62

Actively taking part in some sort of surveillance is nowadays part of the daily media diet
for many citizens. Watching pornography or tuning into daily talk shows, where guests share
intimate details of their private lives,% not only satisfy voyeuristic needs but can have effects on
the valuation of one’s own privacy. Early reality TV shows such as 'An American Family'
introduced audiences to a “union of domestic life and Orwellian surveillance”.®# Since the 1970s,
as Meyrowitz points out, “[t]he rapid adoption of television provides evidence of how much
Americans (...) became fascinated by, and perhaps addicted to, the act of closely watching others
from a distance.”®> The mass media have certainly contributed to this normalization process as
recipients routinely watch (or surveil) celebrities, ethnic minorities, delinquents or politicians on
television. As Sykes notes, “A man can reasonably expect to be left alone in his home, safe from
prying eyes. But that same man can turn on the television set (...) and find a window into the
most graphic, embarrassing details of the lives of others.”®® This has two effects: one the one
hand watching others 24 hours a day (in the case of reality TV in their most private settings

imaginable) has become culturally accepted; one the other hand precisely because audiences can

59 Henry A. Giroux, “Totalitarian Paranoia in the Post-Orwellian Surveillance State,” in Cultural Studies 29:2 (2015):
.
Fredrika Bjorklund and Ola Svenonius, Video Surveillance and Social Control in a Comparative Perspective
(Florence: Routledge, 2012), 2.
As quoted by John Fiske, “Surveilling the City: Whiteness, the Black Man and Democratic Totalitarianism,” in
Theory, Culture & Society Vol. 15 (2) (1998): 67-88, 70.
Bjorklund and Svenonius, Video Surveillance, 2.
8 Cf. Fiske, “Surveilling the City,” 77-78.
64 Paula Carabell, “Dan Graham, Reality Television and the Vicissitudes of Surveillance,” in Visual Politics of
Psychoanalysis: Art and the Image in Post-Traumatic Cultures, ed. Griselda Pollock (London/New York: I.B.
Tauris, 2013), 134.
Joshua Meyrowitz, “We Liked to Watch: Television as Progenitor of the Surveillance Society,” Annals of the
American Academy of Political and Social Science, Vol. 625 (2009), 34.
Charles J. Sykes, The End of Privacy (New York: St. Martin's Press, 1999), 16-17.
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grasp the dramatic loss of privacy of those depicted in the media (especially celebrities or those
accused of high profile crimes) this “helps to keep alive the belief in privacy as a valued
condition.”®?

In sum, from the perspective of surveillance scholars, the practice is neither inherently
‘bad’ nor ‘good'. However, in the public debate, discourse participants tend to either condemn
any forms of surveillance or defend privacy breaches uncritically. The former always “take for
granted that there is trouble” and that it is “something to be skeptical and suspicious of.”®® Some
even view any forms of monitoring as essentially inhumane in nature. For them surveillance is “a
major element in the destruction of the traditionally human in an increasingly engineered, fail-
safe, risk-adverse society”% On the other side of the spectrum are “technophiles (...) uncritically
and optimistically welcoming the new surveillance amidst the challenges and risks of the twenty-
first century.”7° Or as Haggerty has commented on this dichotomy, “Many people welcome the
increasingly total network of video surveillance, while others make dark comments about
'1984.”7 Given the complex role surveillance plays in everyday life, the political communication
of privacy concerns poses a challenge to activists, as articulating these nuances is hard. What
exactly mean people when they refer to surveillance and what are its core functions? Here even

the field of surveillance studies offers no clear answer.

2.2 Competing Frameworks of Surveillance

1984

Prior to the 1970s, the dominant source for analyzing surveillance had been George Orwell's
novel 1984. Because of a lack of scholarly research into surveillance practices, the dystopian novel
became the leading analytical framework to critically theorize surveillance, reflecting the
growing interest in the workings of totalitarianism at the time.?> To this day, and especially in

activist circles, the “spectre of Big Brother is still one that fuels the imagination regarding mass

7 David Lyon, “9/u1, Synopticon, and Scopophilia: Watching and Being Watched,” in Haggerty and Ericson (ed.),

The New Politics of Surveillance, ed. Haggerty and Ericson, 51.

Gary T. Marx, “Varieties of Personal Information as Influence on Attitudes Towards Surveillance,” in The New

Politics of Surveillance, ed. Haggerty and Ericson, 79.

% Ibid., 79-80.

7° Ibid. 8o.

7 John Gilliom, “Struggling with Surveillance: Resistance, Consciousness, and Identity,” in The New Politics of
Surveillance, ed. Haggerty & Ericson, 113.

72 Cf. David Lyon, “The Search for Surveillance Theories,” in Theorizing Surveillance, ed. David Lyon, 12-13.
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surveillance.” Quotes and images derived from George Orwell's work are not only featured in
virtually anti-surveillance demonstration or media depictions of privacy issues but he is indeed,
according to David Lyon, the “towering figure of mid-twentieth-century studies of surveillance”
effectively “supplying the concepts that have dominated at least Western understandings of the
watchful state.”7+

However, it is a matter of dispute whether Orwell's book should continue to be treated as
an actual representation of the surveillance society. Edward Snowden himself has voiced doubt,
warning “that we should not bind ourselves to the limits of [Orwell’s] imagination””> and pointed
out that the new technically highly advanced Internet-based forms of surveillance are far more
dangerous than 1984 could have imagined.” Other critics of the Orwellian approach stress the
fact that the nature of surveillance as of today represents does not represent a 1984-type
situation, where one powerful state entity is able to surveil and control every citizen. Nor can
critiques based on the book explain the expansion of actors involved in everyday surveillance.
Opponents of Orwellian interpretations such as Haggerty and Ericson have criticized the 1984-
totalitarian approach both as a rhetorical device and for its analytical shortcomings, arguing
“[w]e cannot fall back on easy metaphors to explain these developments. This is not Big Brother.
In a world already scoured of problems, who needs an omnipresent watcher?”77 Likewise, the
nature of technological changes of data gathering methods has led scholars such as Lyon to
describe contemporary practices as “post-Orwellian big data surveillance”.7

Others, on the other hand, continue to compare modern surveillance to 1984, reaching the
conclusion that Orwell in fact had correctly anticipated the rise of a mass surveillance society. In
their view, the Snowden revelations have made 1984 even more relevant and urgent. According to
Henry Giroux, Orwell’s “text continues to serve as a brilliant and important metaphor for
mapping the expansive trajectory of global surveillance.””® For Andrew Chadwick, the novel

remains “highly influential in defining how we conceive of modern surveillance” comparing the

73 Lyon, “The Snowden Stakes,” 140.

74 David Lyon, “Introduction: Surveillance, Privacy, and Public Opinion,” in Surveillance, Privacy, and the
Globalization of Personal Information, ed. Elia Zureik, 2.

75 As quoted by Lyon, “The Snowden Stakes, “139.

76 Cf. ibid., 141.

77 Bogard, “Welcome to the Society of Control,” 61.

78 Lyon, “The Snowden Stakes,” 150 (emphasis added).

79 Giroux, “Totalitarian Paranoia,” 109.
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two way television sets featured in the novel to the contemporary Internet.®° And Maria Los sees
structural similarities between current surveillance and Stalinist and Nazi regimes (which had
informed Orwell's work), namely “monistic centralization of control, social uprooting,
atomization and obliteration of the social, as well as the negation (or eradication) of such
notions as liberty, truth, ethics, and the Self.”® The only difference between reality and the novel,
proponents of the 1984 framework argue, is that the capacities of governments (and businesses)
exceed those depicted in his novel.®? Even though the pertinence of the 1984 framework is
contested, privacy activists, before and after the Snowden leaks, have looked at surveillance

through the lens of “Orwellian totalitarianism” (see sections 4.1- 4.3).

Panopticism
The Orwellian/totalitarian framework which reached its peak in the mid-20" century was
eventually replaced in terms of popularity by the panoptic model. Although equally criticized, it
remains the dominant mode of interpreting surveillance and is unlikely to go away soon.?3 Based
on Foucault’s famous analysis of Jeremy Bentham’s prison design which features an architecture
that allows one unseen prison guard to monitor the whole prison population, the panoptic
model has a focus on the 'soul training’ or disciplinary nature of surveillance.?4

While it must be credited with highlighting the power relations between those who watch
and the ones being watched, the panoptic model has come under attack for various reasons. To

begin with, critics allege that it ignores the many different circumstances and situations in which

8o Cf. Andrew Chadwick, Internet Politics: States, Citizens, and New Communication Technologies (New

York/Oxford: Oxford University Press, 2006), 260.

Maria Los, “Looking into the Future: Surveillance, Globalization, and the Totalitarian Potential,” in Theorizing

Surveillance, ed. David Lyon, 69-70.

Cf. Giroux, “Totalitarian Paranoia,” 109; 114.

Cf. Lyon, “The Search for Surveillance Theories,” 4-5.

84 For Foucault the goal of the panoptic prison is “to induce in the inmate a state of conscious and permanent
visibility that assures the automatic functioning of power. So to arrange thins that the surveillance is permanent
in its effects, even if it is discontinuous in its action, that the perfection of power should tend to render its actual
exercise unnecessary: that this architectural apparatus should be a machine for creating and sustaining a power
relation independent of the person who exercises it; in short, that the inmates should be caught up in a power
situation of which they are themselves the bearers. To achieve this, it is at once too much and too little that the
prisoner should be constantly observed by an inspector: too for what matters is that he knows himself to be
observed; too much, because he has no need in fact of being so. In view of this, Bentham laid down the principle
that power should be visible and unverifiable. Visible: the inmate will constantly have before his eyes the tall
outline of the central tower from which he is spied upon. Unverifiable: the inmate must never know whether he
is being looked at any moment, but he must be sure that he may always be so.” Michel Foucault, Discipline &
Punish: The Birth of the Prison (New York: Random House 2nd Vintage Books Ed., 1995), 201.
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surveillance is nowadays practiced. As Lyon notes, the original Panopticon was a prison and it is
thus unclear if it can be applied to society as a whole.?5 Foucault meant to introduce the panoptic
model to explain power dynamics in institutions such as schools, hospitals or factories. But in a
world where surveillance operates indiscriminately and not exclusively affects, school children,
patients or workers, the usefulness of the model is increasingly questioned - with “Focault
continu[ing] to reign supreme in surveillance studies (...) it is perhaps time to cut off the head of
the king.”8¢

While surveillance continues to reinforce social inequalities, the Snowden leaks have
shown that current surveillance programs with their 'collect everything' trajectory are targeting
literally everybody in the social strata — from welfare recipients to the Chancellor of Germany.
Foucault's focus on delinquents or marginalized groups thus seems at odds with current forms of
Big Data-fueled surveillance. As Haggerty states:

Surveillance is not directed exclusively at the poor and dispossessed, but is

now omnipresent, with people from all segments of the social hierarchy

coming under scrutiny according to their lifestyle habits, consumption

patterns, occupations and the institutions with which they are aligned.®”
For Haggerty, the Panopticon has become a “cliché” because it simplifies the heterogeneous
nature while suppressing the many faces of surveillance in the 21%t century.®® Most notably,
resistance against surveillance, and this is crucial for privacy activism, has no place within the
omnipotent Panopticon framework.

An alternative to the Panopticon is the Synopticon.® Rather than being a repudiation, the
Synpoticon approach complements the analysis of contemporary surveillance by focusing on
those areas that are outside traditional disciplinary institutions. Synopticism, described as the
ability of “the many to see and contemplate the few” was developed by Thomas Mathiesen as a
response to the rise of mass media - a development that Foucault, as Mathiesen points out, had

been completely ignored in 'Discipline and Punish'.9° The emergence of television but also social

85 Cf. Lyon, “The Search for Surveillance Theories”, 5-6.

86 Haggerty, “Tear Down the Walls,” 27.

87 Ibid., 29.

8 Ibid., 39.

89 [n addition to the Synopticon, there are several modifications to the Panopticon approach, seeking to address
some of the main criticism, e.g. the 'omnicon’, 'ban-opticon', 'global Panopticon' etc. Cf. Haggerty, “Tear down
the Walls,” 26.

9° Thomas Mathiesen, “The Viewer Society: Michel Foucault's 'Panopticon'’ revisited,” Theoretical Criminology Vol. 1
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media to a certain extend have democratized surveillance. The Internet where everyone can
watch each other is an even more synpotic medium than TV. In the synoptic media landscape,
those few that are being watched, read and listened to- celebrities, politicians, and journalists -
can shape and discipline the audience through filtering and agenda setting mechanisms based
on certain ideologies and economic interests.9' As will be discussed below, privacy advocates who
are trying to mobilize resistance must thus themselves engage in interrupting the synoptic
surveillance mechanism by entering the mainstream media and become one of the few who are
watched by the many.

A solution to integrate both concepts, Panopticon and Synopticon, is provided by Lyon.
As he points out, the Panopticon has still value as a concept in certain scenarios, for example
when examining CCTV surveillance networks, where the people under surveillance have indeed
no idea when they are being watched by unseen authorities. On the other hand the synoptic
concepts should be applied in other settings that resemble a multitude of actors involved in
surveillance.?? Even though they are not explicitly referring to it, for privacy activists the panoptic
model remains an important framework especially in context of NSA surveillance. Prior to the
Snowden revelations the NSA programs operated in secret and were indeed invisible. Even after
the publication of the Snowden leaks, it is not entirely clear who is monitored when and for what
reasons. Thus, as a model to warn against the negative consequences the panoptic model is still

highly relevant for the political communication work.

The Surveillant Assemblage

A partial rebuff of both 1984 and the Panopticon comes in the form of the 'Surveillant
Assemblage'. Based on the work of philosophers Gilles Deleuze and Felix Guattari, Haggerty and
Ericson have conceptualized an update to older conceptions of surveillance as “rapid
technological developments, particularly the rise of computerized databases, require us to

rethink the panoptic metaphor.”9 According to their 'thizomatic' approach surveillance in the

(2) (1997), 219.

9 (Cf. ibid., 226.

92 Lyon, “9/11, Synopticon, and Scopophilia,” 47.

9 Kevin D. Haggerty and Richard V. Ericson, “The Surveillant Assemblage.” British Journal of Sociology Vol. 51 (4)
(2000), 607.
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21% century has become “multiple, unstable and lacks discernible boundaries”.%4 It is not confined
to disciplinary institutions but takes place “everywhere.”5 Indeed, whereas “Orwell focused his
attention exclusively on the nation-state acting in a simple top-down fashion, (...) surveillance
now involves private corporations (..) and is a highly decentralized yet globalized
phenomenon.”9® Surveillance - conducted by a variety of institutions and actors — nowadays has
“expansive and regenerative qualities” similar to rhizomes which “grow across a series of
interconnected roots which throw up shoots in different locations.”9? The participation of
millions of internet users sharing their private data is something that 1984 did not foresee and
which makes the current situation “decidedly post-Orwellian.”93

This means, among other things, that the top-down power structures as described by both
Foucault and Orwell have been to a certain degree softened. Because of its rhizomatic nature -
maybe best exemplified by the internet which brings together information from various sources
and interconnected nodes? - it enables a heightened degree of “scrutiny of the powerful by both
institutions and the general population.”*® Violent police officers, corrupt politicians, or drunk
celebrities who are caught on-camera for behaving inappropriately have felt the effects of
sousveillance that is also a part of the surveillant assemblage.’* Yet totalitarian tendencies in the
surveillant assemblage remain. Whether the data about one person is collected by a central state
agency or an institution's administrative body as in the case of Orwell and Foucault, respectively,
does not matter if all the information are bundled and transferred to third parties.

All four concepts about the place of surveillance in modern life discussed above - the
totalitarian/Orwellian approach, the Panopticon, the Synopticon and the Surveillant Assemblage
— are valuable frameworks to discuss the potential for resisting (and communicating resistance)
against surveillance. George Orwell’s novel and its rather simplistic depiction of government
surveillance has proven over the years to be a potent monument against excessive state

surveillance. It has thus - and this will be shown over and over in many of the case studies

94 Ibid., 609.
95 White, Digital Media and Society, 151.
96 Chadwick, Internet Politics, 260.
97 Haggerty and Ericson, “The Surveillant Assemblage,” 614.
98 Lyon, “The Snowden Stakes,” 146.
99 Cf. Chadwick, Internet Politics, 263.
00 Haggerty and Ericson, “The Surveillant Assemblage,” 618.
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discussed in section 4 - provided a cultural backdrop and metaphor for activists to warn against
the chilling heights the suppression of privacy and individual rights in a surveillance society can
reach in the future - or, depending on your interpretation, has already been reached. However,
solely centering your communication tactics around 'Big Brother'-analogies can also be
problematic, especially when the very concepts of surveillance and privacy have significantly
changed over the last decades as suggested by the competing analytical frameworks.

The panoptic model should not be completely shunned by privacy advocates either as it
provides the framework about the effects of constant surveillance. Little research has been done
about the actual consequences for internet user's online behavior, but it is possible that a certain
percentage of users, knowing that they leave an ever growing trail of personal data on the web,
has - consciously or subconsciously — begun to 'discipline' their data practices.*> In their
communication work, activists have tried to point out that surveillance not only affects privacy
but also one’s liberty and right to free expression. Privacy advocates therefore use Foucault's
theory as a basis to explain to the public what actually happens when your privacy is under
attack. In addition, Bentham's prison architecture, which was previously compared to various
disciplinary institutions, can be, at least in part, used as a metaphor for online surveillance. True,
the internet is very rhizomatic in nature and most of the users and businesses are surveilling
each other. But when in the end, all information or the data doubles end up in the hands of
unknown officers from the NSA or some of its top secret partner agencies (who have, according
to reports, massively abused their powers for personal interests'®3) this again resembles the
prison guard of the Panopticon.

Finally the surveillant assemblage demonstrates that privacy advocates must focus their
efforts not only on government surveillance but rather on all the various nodes that connect
contemporary rhizomatic networks of surveillance. This includes social networking companies
upon whose communication infrastructure the daily activities of social movements and billions

of users are based. Mobilizing resistance against other actors than the government for privacy

2 Cf Alex Marthews and Catherine E. Tucker, “Government Surveillance and Internet Search Behavior.” SSRN.com,
(March 23, 2014), accessed February 15, 2015. https://papers.ssrn.com/sol3/papers.cfm?abstract id=2412564.

3 Harriert Alexander, “NSA employees spied on their lovers using eavesdropping programme,” The Daily Telegraph,
August 24, 2013, accessed February 15, 2015.
http://www.telegraph.co.uk/news/worldnews/northamerica/usa/10263880/NSA-employees-spied-on-their-

lovers-using-eavesdropping-programme.html.
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breaches is an immensely challenging task, as will be shown in the case studies. In fact, the
Surveillance Assemblage framework in itself is a critique of traditional privacy activism which

draw[s] attention to the limitations of traditional political strategies that
seek to confront the quantitative increase in surveillance. As it is multiple,
unstable and lacks discernible boundaries or responsible governmental
departments, the surveillant assemblage cannot be dismantled by
prohibiting a particularly unpalatable technology. Nor can it be attacked by
focusing criticism on a single bureaucracy or institution. In the face of
multiple connections across myriad technologies and practices, struggles
against particular manifestations of surveillance, as important as they might
be, are akin to efforts to keep the ocean’s tide back with a broom - a frantic
focus on a particular unpalatable technology or practice while the general
tide of surveillance washes over us all.+

Privacy advocates, who focus exclusively on the NSA and other intelligence agencies, are ignoring
the bigger picture. One can even make the case that at least in Western democracies government
surveillance is not as problematic as corporate surveillance, because the former has - at least in
theory - higher motives (protecting civilians from terrorist attacks, making sure tax money is
redistributed properly, making streets safer, summarized by Chadwick as “social care.”°5) The
products and services of surveillance-based Internet companies have positive side effects as well
(providing information through search engines, creating tools for communication, offering
platforms for entrepreneurship) but are subjected to a capitalist logic of selling private data to
third parties. Their deep integration into the global surveillance nexus should further sensitize
private advocates to consider surveillance as an assemblage rather than a top-down government
operation. Andrew White goes even further by suggesting to actively paint state surveillance in a
more positive light could scrutinize corporate surveillance in the long run.’®® But what is the
specific role corporate surveillance plays and what does it mean for the communication work of
privacy activists? The next section will briefly discuss the rise of a corporately fueled self-

surveillance culture.

24 Haggerty & Ericson, “The Surveillant Assemblage,” 609.
5 As qouted by White, Digital Media and Society, 164.
106 Cf. ibid.,165.
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2.3 Corporate Surveillance

“[T]he increasingly central role of the corporation in the practicing of surveillance”°7 - deserves
special attention, as the involvement of internet companies and social networking sites -
willfully or not - in mass surveillance is a testament to the cultural changes regarding privacy
discussed above. The 21° century expansion of government surveillance has gone hand in hand
with increased corporate means of collecting data on customers and internet users. Surveillance
has become “the business model of the Internet,”*® as technology critic Bruce Schneier put it.
Indeed, in the last decade we have seen a massive corporatization and privatization of
surveillance. Market actors have become key stakeholders in the surveillance regime.’* As Heidi
Boghosian notes, “investigators advocating a robust antiterrorism agenda have pressed
communications companies to store, and in many cases, turn over unprecedented amount of
information about citizens’ telephone calls, Internet communications, and daily movements.”°
Interestingly there are many structural similarities between corporate and state actors when it
comes to surveillance. As Lyon has observed, intelligence agencies' “activities in fact very closely
resemble what many other organizations - such as marketing companies - do as well.”™"

For governments around the world, seeking to collect as much personal information as
possible this is good news. For, when they request user data from private companies, they are in a
strictly legal sense not collecting personal information anymore. That is, the data provided by
online and telecommunication companies have long seized to be in the hands of individuals.
Thus it has become virtually impossible to legally challenge recently exposed programs such as
PRISM. As Calo explains,

It is often easier for law enforcement to request your web history from
Google or AT&T rather than from you. And, generally speaking the law
treats many categories of information transferred to you from a third party
like a corporation as less private and hence less well protected by
constitutional criminal procedure.™

7 White, Digital Media and Society, 161.

108 Bruce Schneier, Data and Goliath: The Hidden Battles to Collect Your Data and Control Your World (New York/
London: W.W. Norton & Company, 2015), 49. This is essentially a variation of Anthony Giddens remark that
“Surveillance in the capital enterprise is the key to management.” As quoted by Webster, Theories of the
Information Society, 223.

9 Cf. Heikki Heikkild & Risto Kunelius, “Surveillance and the Structural Transformation of Privacy,” Digital
Journalism, 5:3 (2017), 264.

"o Heidi Boghosian, “The Business of Surveillance,” Human Rights 39 (3) (2013), 2.

" David Lyon, Surveillance after Snowden (Cambridge and Malden: Polity Press, 2015), 3.

12 Ryan Calo, “Can Americans Resist Surveillance?” The University of Chicago Law Review, 83, (1) (2016), 35.
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The same line of argument is now frequently employed by the staunchest supporters of
government surveillance. For example, in a remarkable statement, a former Bush administration
intelligence official has been blaming the mass collection of personal data on companies:

I find the loss of privacy in today's digital world very troubling - but not
because of the US government. It's the cookies that enable some Web
merchant to track what I buy online and send me tailored ads to buy
more. It's the manner in which the Apple cloud insists on scooping up
personal calendar and contact information - and I can't opt out my cell
phone to work. (...) Where is the public outrage about all that?

With such statements like this public elites are increasingly shifting the responsibility from
government to corporations, or even extremer, from corporations to their users."4

Today's practice of self-monitoring is deeply ingrained into the corporate surveillance
culture. David Lyon has observed that the promises of freedom offered by social media tools have
been perverted by intelligence agencies and their collusion with tech companies.”> Privacy as a
value has not only been eroded by constant government surveillance, but even more so through
social media use. Analyzing the trend of taking selfies and posting them on social media
websites, Giroux has observed that the public-privacy dichotomy has effectively been turned
upside down. Thus, “it becomes much easier to put privacy rights at risk as they are viewed less as
something to protect than to escape from in order to put the self on public display” Nils
Zurawski has described the active role of the consumer in voluntarily providing third parties with
their own personal data as 'Soft Surveillance'."® The fiercest critics of Google, Facebook and other
companies argue that their biggest achievement has been the creation of indifference among
internet users and providing personal data in exchange for free services."” As a consequence it
has become increasingly hard to critique these “confessional social media practices”® because

turning against online companies would mean criticizing the digital way of life of millions of

13 Van Cleave, “What it takes,” 59-60 (emphasis added).

14 Cf. Anouk Mols & Susanne Janssen, “Not Interesting Enough to be Followed by the NSA,” Digital Journalism, 5 (3)
(2017), 289-290.

"5 Cf. Lyon, Surveillance after Snowden, 4.

16 Cf. Nils Zurawski,“Local Practice and Global Data: Loyalty Cards, Social Practices, and Consumer Surveillance,”
The Sociological Quarterly, Vol. 52 (4) (2011), 509.

17 Cf. Amon Kaufmann and Roland Hummel (eds.), Jahr 1 nach Snowden: Eine studentische Initiative an der HU-

Berlin zur Kontroverse der globalen Uberwachungsaffiire (Berlin: Humboldt Universitit zu Berlin, 2015), 36.

Gene Grabiner “Commentary: Government and Market Surveillance, Emergence of Mass Political Society,” Social

Justice, Vol. 39, No. 4 (130) (2014), 120.
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citizens. By now, “[c]Joncerns [about corporate surveillance] are a hindrance because they conflict
with the user agreements of popular services (...), which offer users convenience and social and
functional benefits.”™ As a result, the privacy activist community has not outright opposed
corporate entities but at times even treated them as allies in the fight against government
surveillance (see sections 4.3-4.4).

There is certainly an argument to make that big tech companies can be “a powerful force
for change in relation to government surveillance because they have a vested interest in ensuring
that consumers trust them.”>° As global business players they have a natural incentive to protect
their date from the hands of the government. Yet critics such as Ann Bartow note that this is
merely a charade. The companies, she argues, want it only to “make it appear as though they are
standing up for (...) privacy rights” because “they themselves compromise individual privacy
quite dramatically.* By actually offering total privacy the business model of companies such as
Facebook and Google and others would collapse. Thus they have enormous interest in shaping
the discourse about users 'privacy’ and setting standards that ideally protects their data (or their
users’ data really) from the government while they can continue to generate revenues and profits.
As Bartow elaborates, “They want to try to outmaneuver or prevent any individual company from
using privacy for competitive advantage. (...) This group of companies is trying to set and enforce
and 'industry standard’ for privacy, and one that they prefer and control.”

Some privacy activists are optimistic that the market logic of supply and demand will
eventually lead to stronger individual privacy protections. Indeed, in theory, “large firms are well
positioned to push back against government surveillance.”3 As will be shown in the case studies
(section 4) the privacy community has been particularly enthusiastic about the decisions of some
of the tech companies to introduce default encryption for their services. However, as Ryan Calo
suggests, the public should not expect that the relationship between companies and the
government will be antagonistic in the long run. Instead it is “synergistic.” According to this

model, “[f]irms use government-mandated data and governments leverage private databases and

"9 Mols and Janssen, “Not Interesting Enough,” 289.

20 Harry Bruinius, “Why Tech Companies Are Now Uniting Against US Surveillance,” in The Impact of the Tech
Giants, ed. Jack Lasky (Farmington Hills: Greenhaven Press, 2016) 41-47, 41.

2t As quoted by ibid., 45.

22 Ag quoted by ibid., 45.

23 Calo, “Can Americans Resist Surveillance,” 41.
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tools. Both firm and government activities erode societal expectations of privacy.”>4 To
distinguish between government and corporate surveillance by now seems absurd - at least
according to the consensus in surveillance studies, as “the idea that they inhabit essentially
different spheres, with different mandates, is currently unraveling.”

What does this mean for the communication work of privacy advocates? Zurawski has
observed “communicative difficulties that exist between data-protection activists and
consumers.”® In the past, activists have often times ignored that most consumers experience
corporate surveillance not as a privacy breach but rather as a functional enhancement of
everyday social life.”?” This would explain why even though the Snowden leaks at great lengths
detailed the collusion between the NSA and the internet companies, in the four main anti-
surveillance campaigns discussed in these pages, corporate monitoring was either ignored
entirely or activists were temporarily aligning themselves with tech companies. But given the
enormous role of corporate actors outlined above, focusing exclusively on government
surveillance may have been an ill-advised strategy, because “[i]f the government were removed

from the picture, we would hardly be free from spying.”?8

2.4 Security v. Privacy after 9/1 and Snowden

Two events in recent history have let to further reevaluations of the place of surveillance in the
21% century: 9/11 and the Snowden revelations. The former, which rather than causing a short-
lived 'moral panic' evolved into a full blown cultural trauma of global proportions, has expanded
government surveillance dramatically appropriating discourses concerning 'Security’ and
'Fear'.” While security has always been a factor in legitimizing surveillance, the prospect of
protecting societies against possible terrorist attacks through mass surveillance has become its

most efficient rationale. The Snowden leaks on the other hand were instrumental in informing

24 ]bid., 40. While there have been some recent examples of companies such as Apple resisting the FBI's demand to
unlock the phone of a terrorist, there have been numerous cases that suggest problematic entanglements
between tech companies, governments, and even academia. See for example Sam Biddle, “How Peter Thiel's
Palantir Helped the NSA spy on the Whole World,” The Intercept, February 22, 2017 (accessed March 25, 2017).
https://theintercept.com/2017/02/22/how-peter-thiels-palantir-helped-the-nsa-spy-on-the-whole-world/.

25 Lyon, Surveillance after Snowden, 31.
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128 Grabiner, “Commentary: Government and Market Surveillance,” 123.
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of Fear, ed. Mireille Hildebrandt et al. (The Hague: Boom Legal Publishers, 2009), 48-49.
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the public about the scope of the current surveillance regime exposing how governments and
corporate actors have utilized the rhizomatic nature of surveillance for their own benefits. In
fact, the information disclosed by Snowden has illuminated a new “global political economy of

surveillance.”3°

9/11 and the Rise of the Security Meta-frame

After 9/11, government surveillance has increased dramatically. To be sure, thanks to
technological innovation, surveillance had been on the rise for decades.?' But the assembly of a
complex surveillance apparatus was “one of the more significant and lasting political legacies of
the attacks” and marked the beginning of the “politics of anti-terrorism surveillance.”3* In this
context the visual and iconographical dimension of the g/11 attacks should not be understated.
On an emotional level, largely invisible surveillance measures paled in comparison with the
widely disseminated coverage of the attacks. Or, as Haggerty and Gazso put it, “the risks posed by
an expanded and intensified surveillance infrastructure are not as immediate and dramatic as
imploding skyscrapers.”3 In the subsequent debates over security v. privacy memories of 9/11
became “textual and visual arguments (...) about the legitimacy of various features of the United
States' post-9/11 security imaginary.”

The first step of the expansion of the US-led surveillance regime was the Presidential
Surveillance Program issued in the aftermath of 9/11 in October 2001, authorizing surveillance of
telephone calls and emails by or to Americans - all legitimized on shaky and controversial legal
reasoning.3# The Obama administration then continued the surveillance programs of the Bush
era. The ongoing “bulk telephony metadata collection program” and the surveillance of online
communications and social media sites3> were justified under section 215 of the Patriot Act,3°

namely applying the Bush administrations logic “that essentially the entire nation's calling

3° Garrido, “Contesting a Biopolitics,” 157.

Bt Cf. Pieter Wagenaar and Kees Boersma, “Soft Sister and the Rationalization of the World: The Driving Forces
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records are 'relevant' to every [international] counterterrorism investigation.”37 Quickly, the new
mantra in the intelligence community, which blamed itself for not being able to have prevented
the attacks, became “Do more, do better, do it differently, and do it now.”3® The underlying logic
was that unless all data were collected, any form of surveillance would make no sense. That the
communications of ordinary citizens had to be surveilled was just a minor nuisance of the
mission to keep citizens safe. As Van Cleave matter-of-factly summarized the rationale of
intelligence agencies, “Simply put, if you want to know who the terrorists are talking to, you've
got to check the phone logs. Dot-connecting.”3% NSA surveillance programs, in the words of its
former director Michael Hayden, were not “sins (...) but efforts by the NSA (...) to deal with these
new realities [of post 9/11 terrorism].”4°

While it is not surprising that members of the intelligence community apply such
argumentation, such frames are by now regularly inserted by the politicians from both aisles.
Dissent, or merely questioning the state of surveillance, has become the exception rather the
rule: “Post 9/ American audiences not only condone but expect that their Congressional

representatives and Pentagon leaders will make sure that the state can spy.”#

Security v. Privacy

After 9/u1 privacy proponents must face a public discourse that is preconditioned by what Vida
Bajc has coined the “security meta-framing’, namely “a process through which other visions of
ways of living are evaluated in relation to security”4> Other values, including freedom, social
justice, and privacy increasingly do not have a chance to receive the same degree of attention as

security, which has become “a dominant ordering principle in social life.”43 The underlying goals

37 As quoted by ibid., n2. When section 215 of the Patriot Act expired at the end of May, 2015, the Freedom Act was
signed into law limiting the meta-data program. However, the surveillance of Non-Americans and their
American contacts remains legal under section 702 enacted by the FISA amendments act of 2008. Cf. Ibid., u6ff.
For the evolution of surveillance programs after 9/11 see also David Rudenstine, The Age of Deferrence: The
Supreme Court, National Security, and the Constitutional Order (New York: Oxford University Press, 2016), 194ff.
For the surveillance programs in place before 9/11 see Wagenaar and Boersma, “Soft Sister,” 194.
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of a society which succumbs to the security meta-frame are “reducing, minimizing, or doing
away with uncertainty and complexity”44 and thus naturally invite the implementation of
various surveillance measures. Moreover, from a logical, moral, and philosophical perspective,
some have argued that “the idea that the right to privacy is an absolute right seems utterly
implausible. Intuitively, it seems clear that there are other rights that are so much more
important that they easily trump privacy rights in the event of a conflict”45 Generally,
proponents of the predominance of security, argue that people “value (...) life, bodily integrity,
and financial security much more than any interests protected by the right to privacy.” 4

This sentiment is also proudly and openly displayed by surveillance advocates. They argue
that the value of security is a precondition for competing values or closely connected to them.
For someone as intelligence officials, government surveillance is a democratic duty of the state.'47
Under this logic, anyone who argues on behalf of privacy issues over everything else is
threatening the democratic way of life. Surveillance, intelligence elites such as Van Cleave argue
“enabl[es] defense at home and the advancement of freedom abroad. To say 'hands off," as some
shortsighted privacy advocates have been doing, will not preserve our liberties, it will endanger
them.4® As he points out in his memoir, for former NSA director Hayden, the practice that
critics describe as mass government surveillance is merely the collection “of legitimately
targetable foreign communication.”4® Post 9/11 ‘dataveillance,">° according to Hayden, is simply
necessary in world where “[m]odern targets (like al-Qaeda's emails on the World Wide Web)
were coexisting with innocent (...) messages on a unitary, integrated global communications
network.”" In line with the 'nothing to hide'-argument, Hayden goes on to insist that unless one
is a Yemini terrorist, American citizens have nothing to fear from NSA surveillance.’>> The
legitimization of anti-terrorist surveillance provided by Hayden even goes one step further by

arguing that surveillance actually enhances privacy: Through so called memorandums of

44 Tbid., 617.
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understanding the global NSA surveillance apparatus not only “extend[s] its domestic
constitutional protections to foreigners™>3 but is actually “a plus for US privacy.”’54

On the whole there are three ways in which surveillance is frequently justified, according
to Haggerty and Gazso:

First, surveillance can provide information that can be retrospectively
analyzed to provide insights about terrorists and their operations. Second,
surveillance can deter future terrorist attacks. Finally, surveillance will
allow the authorities to intervene in real-time to thwart terrorist acts
before they occur.ss

The authors were right when in 2005 they predicted the expansion of anti-terrorist surveillance
throughout the West. By now, surveillance feeds on itself in a never-ending feedback loop. It
creates demand for additional surveillance in lesser surveilled places; terrorist have changed
tactics demanding the creation of new forms of surveillance accordingly; innovations in
corporate surveillance have increased market demand; and, crucially, political resistance has
been ineffective.’® Heikki Heikkild and Risto Kunelius have identified 'political realism' as one of
the driving forces behind the ongoing justification of surveillance. Competing frames are often
suffocated in the discourse, because “[p]olitical realism downplays the debate on trade-offs
between security and privacy.”’’

Even though there is a recent history of terror attacks that, for a variety of reasons, have
not been prevented by surveillance, the security meta-frame prevails. “The production of a
national security state,” as Marouf Hasian, Jr. et al. argue, “is a communicative achievement.”8
The focus on security and the accompanying fear-mongering are part of “communicative
practices that (...) continue to buttress and maintain an incredibly hegemonic surveillance
state.”’s9 The pro-surveillance mantra is fueled by the rhetorical power of the term 'security' that
has been “constitutively crafted (...) resulting in every broadening security agendas.”° In fact,

the authors argue that security is by now so ingrained into the discourse that even privacy
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activists have gradually come to oppose specific parts of anti-terrorist surveillance rather than to
challenge the overall meta framing itself: “While some American dissenters may occasionally
complain about some particular feature of the national security state, they will accept most of
the communicative, forensic and architectural frameworks that are used to explain why national
security interests are of transcendent importance.”® The constant usage of the security meta-
frame demonstrates how the expansion of surveillance has been discursively upheld by

government and intelligence officials. But how, in turn, have the Snowden revelations affected

what we know and how we think about current modes of surveillance?

The Discursive Field after Snowden
While Garrido argues there “was nothing new” about the information shared by Snowden given
the well-known existence of prior surveillance programs such as ECHELON,¢ for Lyon the scope
nonetheless remains “mind boggling.’%3 Snowden himself claimed that the surveillance
measures put in place after 9/11 have a new quality and grave consequences for individual privacy.
In his 'Christmas Message' from December 2013, Snowden emphasized the alleged life-changing
implications of the programs he had uncovered: “A child born today will grow up with no
conception of privacy at all. They'll never know what it means to have a private moment to
themselves, an unrecorded, unanalyzed thought.”*64

According to Lyon, the implications of the leaks require “some serious re-thinking of
some assumptions about surveillance in the 21% century."% Existing surveillance terminology
might not be sufficient anymore in describing the sort of surveillance that Snowden has
confirmed through his whistleblowing:

The Snowden revelations raise questions about the very language commonly
used to discuss the monitoring and tracking of daily life and responses to
these practices: surveillance and privacy. Once the distinction between
targeted and mass surveillance seemed fairly clear. No more. The lines blur
with traffic between the two; is the person or the profile being surveilled?
Once privacy was construed primarily as a matter relating to the interests, or

6 Ibid,, 3.
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rights, of a specific identifiable individual. No more.'s

There are two different readings of the impact of the Snowden leaks, both of which are partially
accurate. The first one is an optimistic interpretation of how Snowden revealed the true nature of
the global surveillance regime and subsequently fostered a debate about the effects of
surveillance on society and individuals' lives. He documented a structural transformation of
privacy and surveillance that questioned decades-old notions of citizens and their place in the
polity. As Heikkild and Kunelius have summarized:

The National Security Agency (NSA) programs expose’ underlined the
way various sources of data and metadata in anybody’s digital footprints
could be merged and effectively analysed. The revelations thus made new
claims about the all-pervasiveness of surveillance and data gathering,
bringing the question of everybody’s privacy into the center of the debate.
The public debate extended beyond a wide range of system actors (state
security agencies, political institutions, internet companies) to the
everyday moments of life in which people act as consumers, citizens,
lovers, and friends."s

According to the first reading, Snowden's heroic act exposed a surveillance apparatus that
previously could act in the shadows and without any public scrutiny. As Lyon has jokingly
observed, prior to Snowden NSA was an acronym for “No Such Agency,” whereas after Snowden it
changed to “Not Secret Anymore.”®8

The other, slightly pessimistic reading suggests that despite the revelations nothing has
much changed in terms of peoples' reactions and scrutiny. What the Snowden leaks also
confirmed is the surveillance state’s ongoing intangibility and invisibility which in part explains
the overall muted reaction from a majority of citizens. The 'nothing to hide' argument frequently
brought up in debates is based on the fact that internet users do not immediately feel any
negative consequences as a result of their online behavior.'®® This is all the more problematic
because the 'nothing to hide' mantra is objectively, among other things, factually incorrect,

regressive, ignorant of historical events, brazen, limiting, naive and prevents any form of

resistance.'7°
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Instead of being alerted, most citizens have developed an indifferent stance towards the
issue, namely what Lina Dencik has coined as 'Surveillance Realism'. Surveillance in the post-
Snowden world (and even before that) is such an essential part of everyday life that “despite
seeing, recognizing and fearing the fallacies of the system, how it impacts our lives, limits our
freedoms, and encroaches on our rights, we can no longer imagine society without ubiquitous
surveillance.””” What makes this perception so challenging for privacy advocates is that it from
the outset stifles any meaningful discussion about the merits of privacy in the first place:
“Surveillance Realism is a state where we no longer question why this should be the case. Rather,
we accept it as an inevitability of our world - it's part of everyday life.”7> The contemporary
culture identified by Giroux as “ideological self-righteousness fueled by a celebrity culture and
elevation of self-interest”73 has further manifested this comfortable alignment between citizens
and the surveillance state. Not only do people not care about privacy but, as Giroux goes on to
explain, they increasingly come to see it as an impediment for self-realization. Thus Post-
Snowden, privacy has become a “liability” and “historical relic.”74

The subsequent media coverage of the Snowden documents have further complicated the
impact of his revelations. Privacy advocates who had hoped that the mere information about the
NSA's activities were enough to create a unified public stance against surveillance were proven
wrong. The mediated debate over the Snowden leaks was as divisive as they were educational.
Recipients were split about Snowden along ideological lines and depending on what kind of
news media they followed: As Haisan Jr. has observed,

On the one hand, those who are frustrated with traditional, mainstream
journalism support dissident or alternative presses that treat Snowden as a
heroic member of a reinvigorated Fourth Estate who risked all in the case
of transparency. On the other hand, readers who buy some of the national
securitization arguments defend mainstream journalists and characterize
Snowden as a treasonous villain, a weak and narcissistic hacker who
naively disclosed some of America's most guarded national security
secrets. '/

Proponents of the surveillance state have criticized the disclosures and the surrounding
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75 Hasian, Jr. et al., The Rhetorical Invention, 181.
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sympathetic coverage as dangerous mixture of “truths, half-truths, and untruths.” The 'nothing to
hide' argument was heavily amplified by mainstream media outlets, with the prevalent and
dominating dichotomy between terrorism and surveillance being even featured more heavily
than in pre-Snowden times.”7® In addition, as notably demonstrated in the case of British
coverage of Snowden, media outlets have contributed to the phenomenon of 'Surveillance
Realism'. In general, while individual journalists remain critical of surveillance (in part, because
surveillance threatens their occupation), media coverage contributes to normalizing surveillance
by emphasizing concerns about national security, and minimizing concerns of the importance of
mass surveillance.”'77

The dissemination of pro-surveillance sentiments is fostered in part due to structural
deficiencies of the news media which due to a lack of expertise and manpower continues to rely
on politicians and officials as sources. As a consequence, surveillance is increasingly being
portrayed as something only affecting international political elites rather than average citizens
(see section 4.2) and largely mentioned in the context of terrorism, thus discursively shutting
down any possibilities of resisting.’”® Accordingly, Karen Wahl-Jorgensen's et al. verdict about the
media's job of reporting on the Snowden revelations is rather damning: The media, they argue,
are “incapable of critiquing and calling attention to key social issues of vital importance to the
public. Instead, journalists become - however resistantly or unwillingly - complicit in the
ideological projects of the very institutions they are supposed to hold accountable.”79
As was previously stated, in the ecosystem of post-911 and post-Snowden surveillance privacy is
not only compromised by a vast network of public and private actors, but as a moral value in
permanent conflict with a security meta-framing that has also significantly affected the
mediated discourse. Given these circumstances, how is resistance - or mobilizing people to resist

— even possible?

176 Cf. Mols and Janssen, “Not Interesting Enough,” 278-280. The authors, examining the Dutch media coverage of
Snowden, have identified five key media frames including 'Nothing to hide' and 'Privacy is dead.' Cf. ibid., 286.
77 Karin Wahl-Jorgensen, Lucy K. Bennett & Jonathan Cable, “Surveillance Normalization and Critique,” Digital
Journalism, 5 (3) (2017), 387.
178 Cf. Ibid., 393.
79 Tbid., 400.
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2.5 Resistance

As Ilkin Mehrabov points out, one of the cornerstones of surveillance studies is the analysis of
resistance, because “to obtain a more realistic overview of surveillance practices it is important to
map and detect these power struggles, and the ways they are conducted - thus finding cracks for
more empowering resistances.”° The Internet is simultaneously the most important means for
governments and businesses to surveil citizens as well as the prime tool for organizing and
communicating resistance. After the Snowden leaks, David Lyon has thus called for “fresh
investigations of the potential of internet communication for questioning and resistance to
forms of surveillance deemed excessive, unnecessary or illegal.“*'

After all, while monitoring apparatuses are often depicted as all-knowing and impossible
to confront, history is full of examples of successfully subverting surveillance - individually and
collectively, and through uprisings, technological means or legal activism (see section 2.6). In
fact, surveillance and resistance are often inextricably linked: In actual prison settings where
panoptic surveillance was implemented studies, inmates are not disciplined but to the contrary
engage in active resistance against such tactics.®®> Regular ways for citizens to resist surveillance
and which are generally encouraged by privacy activists include “to elect more representatives
who care about privacy;” constitutionally “challenge surveillance practices;” or to “take
technological steps to protect their privacy” - all summarized by Calo under the term
'surveillance affordances."83 Notably all of those affordances and their severe limitations'®+ played
arole in the four major activist campaigns in the aftermath of the Snowden disclosures.

Privacy activism takes place in mass mediated society and is thus first and foremost verbal
or discursive resistance. Privacy advocates find themselves in constants battles with their main
opponents — surveillance advocates. Hailing from all parts of societies - but coming mainly in
the form of law and order politicians - they constantly engage in discourses in which “the

legitimacy of surveillance practices is managed or repaired.”®5 Alternative voices, if
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communicated effectively, have at least a theoretical chance to limit the dominant discourse's
playing field.

For example, what was referred to by U.S. government officials as “targeted surveillance
against terrorists on German soil,” an international coalition of privacy advocates has decried as
“global dragnet surveillance of all non-Americans.”®® What was rhetorically reengineered into a
“duty for decades,” and described by German officials as necessary protection measures for U.S.
soldiers stationed in Germany, activists simply called out as suspicionless collection of private
data - allegedly without the consent or knowledge of Germany's head of state.’®” A term that the
intelligence community, prefers, namely ‘bulk collection’ was ignored by activists who rather
prefer the term ‘mass surveillance.’®® The NSA programs, euphemized by U.S. officials as “non-
intrusive public safety responsibilities of the US government, subject to careful internal checks as
well as both judicial and congressional oversight to ensure they do not go beyond those clear
boundaries,” are in the view of the privacy community simply “Stasi-like”8® Whereas intelligence
officials have called Edward Snowden Privacy activists “delusional™° or a “disaffected youth,”

in the activists community Snowden has been declared a hero.

The Privacy Rights Paradigm

Despite discursively countering the claims of surveillance advocates, the most common weapon
in the arsenal of privacy activists is to publicly insist on privacy rights. Indeed, privacy rights can
be seen as the “antidote to surveillance™* and a “pivotal concept that helps to throw light on
what is wrong with mass surveillance.”’93 Playing the "privacy'-card has been such an established
tactic that groups calling for the resistance against surveillance are commonly referred to as
"privacy advocates.' To be sure, waging a privacy rights-centric legal battle against the excesses of

surveillance can be a promising strategy to scale back systematic privacy breaches — especially

186 Tbid., 201.
187 1bid., 207-208.
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when it comes to getting access to media coverage.’* Applying the language of privacy rights has
become the leading rhetorical framework for opposing surveillance in the public realm. Even
John Gilliom, one of the fiercest critics of the privacy rights axiom (as will be shown below)
acknowledges the “much apparent potential as a language with which to frame our critiques of
surveillance policy,"95 because it clearly ponders to the sense of individual autonomy which is
central to modern democratic societies.

Yet, within the field of Surveillance Studies the legal claim of privacy is increasingly seen
as out of touch with the realities on the ground when it comes to fighting surveillance. As
Fredrika Bjorklund and Ola Svenonius note, while “[t]he idea of privacy used to be quite central
to surveillance studies”, as of “[t]Joday, many scholars rather speak of 'liberties' in general than of
'privacy”9¢ One could add that it was not that central in the first place, as early 'surveillance
scholars' such as Max Weber and even George Orwell were arguably never really concerned with
privacy — a value that “emerged from a complex tangle of legal and cultural milieux™97 that they
did not study systematically. Increasingly, in the pervasive post 9/11 surveillance net, not so much
privacy is at stake but liberty:

The response of those who are worried about surveillance has so far been

too much couched, (...) in terms of the violation of the right to privacy. Of

course it's true that my privacy has been violated if someone is reading my

emails without my knowledge. But my point is that my liberty is also

being violated (...) by the fact that someone has the power to do so should

they choose. We have to insist this in itself takes away liberty because it

leaves us at the mercy of arbitrary power.'®
The main critique, articulated by Gilliom, Haggerty, Ericson and others is that privacy claims are
legalistic, fuzzy, philosophically incompatible with contemporary society, ineffective, and beside
the point.”° For example, an inner-city black teenager under constant monitoring and the threat
of bodily harm from racist policemen will not primarily fear a loss of his privacy but rather be

concerned about racialized power dynamics, in which surveillance at its worst are a matter of life

or death.

94 Cf. Gilliom, “Struggling with Surveillance,” 122.
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But even for mainstream audiences it is often not entirely clear what is meant by 'privacy,’
as “[d]iscussions about privacy rights often proceed as if privacy is itself a stable phenomenon
that must be protected from incursions or erosion. Such a conceptualization tends to downplay
the historical variability and political contestation associated with the precise content of
"privacy.”2°° In addition, the words 'private' and 'Privacy’ mean not only information that should
be 'private’ in the sense of secret or confined to close circle of friends of family members. At the
same time privacy can be seen as a specific standard of what kind of information is accepted to
be publicly known and shared.?* This makes 'privacy’ a discursive concept per se as it is a
“dynamic process that undergoes constant negotiation and reorientation as a result of the
shifting boundaries between private and public realms in a changing society.”2°>

Consequently, the question is whether this complex dynamic between personal
information, citizens, and governments can simply be subsumed under the term ‘privacy. Rather,
when privacy advocates speak about privacy protection, they must ask themselves, for “whom
and under what conditions.”?°3 This involves identifying what their potential constituents mean
by privacy and if and in what circumstances they see their privacy compromised.
“[Clonceptualizing privacy, therefore, becomes mapping the typography of the discursive
network.”2°4 When it comes to mobilizing support for more privacy, activists must not only
clearly communicate what they mean by evoking privacy but specifically what should be
protected because, as Solove puts it bluntly: “[P]rivacy does not have a universal value that is the
same across all contexts.”>°> Because privacy should not be considered a value in itself but an
instrumental value for reaching other ends, activists must constantly inform the public about its
merits which are, among other, love, friendship, dignity, individuality, human relationships,
autonomy, freedom, and independence.>°®

Privacy must be grasped as a multi-faceted, multidimensional, and context-dependent

concept. As Solove concludes, “[t]rying to solve all privacy problems with a uniform and
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overarching conception of privacy is akin to using a hammer not only to insert a nail into the wall
but also to drill a hole.”2°7 Furthermore, because there is no shared basic principle of privacy and
it is no right in an absolute sense it is even harder to position it against coexisting and rival
claims of security, freedom of information or transparency.2°®

The often asserted comment that people who have nothing to hide should not worry
about surveillance (which has been infamously extended and modified by Google chairman Eric
Schmidt when he claimed that “If you have something that you don't want anyone to know,
maybe you shouldn't be doing it in the first place”) is problematic, as it diminishes democratic
values such as freedom and autonomy. Yet, as Gilliom points out, of course surveillance has a far
more dramatic effect on people who are engaged in activities that are seen as deviant or
delinquent by others.?® The 'nothing to hide'-argument is a powerful and recurring factor in any
debate over surveillance, precisely because many people remain indifferent to surveillance
because they appropriately feel they have nothing to hide. Others, on the other hand, dread
surveillance because they fear it could detect private information or practices of any kind that
would significantly hurt their way of life. A flaneur and a drug dealer walking through an urban
environment will have significantly different experiences with, for example, CCTV cameras: “For
the one, it is a beneficial or inconsequential gaze, for the other a system of detection, judgement,
and, often punishment aimed at limiting freedom and channeling behavior.”"

In fact, the 'privacy rights' paradigm has in such a way shaped the anti-surveillance
discourse that it has “[left] us almost voiceless if we are asked to speak or think about the
problem of surveillance without turning the idea of privacy”*? According to Chadwick the
continuing popularity of “privacy talk” within discourses is a result of legalism, which “assumes
that we have meaningful choices in restricting unwarranted surveillance.”?3 The aftermath of the
Snowden leaks have shown that this is both correct and misleading. While there have been some

minor victories in terms of scaling back the surveillance states through legal means, the sheer
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size of the surveillance nexus suggests that particular privacy laws are increasingly unfit to
protect users against surveillance.

The reason why insisting on privacy rights may seem “outdated” is because of the changes
in surveillance that approaches such as the 'surveillant assemblage’ (section 2.2) are trying to
explain. The right for privacy may be considered an “aging legal concept” because it “fails to
come even close to accounting for the powerful combination of anger, powerlessness,
domination, and fear” that many victims of surveillance actually have experienced.?4 Their
“military metaphors” (e.g. invasion, or violation of privacy) may not been fitting descriptions for
online surveillance, which is essentially a mutually beneficial transaction where private data are
exchanged for communication services and applications.*> On the state level, as pointed out
earlier, the expansion of surveillance is not always designed to curb liberties or crush personal
freedom. To bluntly criticize government surveillance with “the ready-available judgement - how
awful! - may be an oversimplification.”**

But what Gilliom calls the 'privacy paradigm' is hard to overcome as it has become a moral
institution and rhetorical mainstay which brings two problems with it. First, privacy laws do not
in most cases - because of changes in technology or secret political back room deals - effectively
protect individuals' privacy. And secondly as a political concept and individual right it constantly
loses against concerns for safety and security.?? Privacy in today's society is paradoxically both
valued and ignored by citizens and supported and suppressed by politicians. Besides some of the
more recent fundamentalist opponents of (online) privacy for whom “transparency” is the new
mantra of the day, there seems to be a vague consensus that privacy is something worth
protecting. Yet if you look at the past decade one tends to forget the enormous amount of
political opposition privacy has faced from a wide range of ideological and philosophical angles.
As Sykes notes,

[t]he irony here is that thought some social conservatives regard privacy
merely as an excuse to undermine traditional values, their counterparts on
the left bring precisely the opposite charge: that privacy is an instrument for
preserving patriarchal abuse and oppression. The result is that privacy finds
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itself whipsawed from both left and right.>*

Privacy is historically speaking a relatively new concept. Family life, one's own body and homes
have been considered private only for the last two centuries, and 